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Abstract—The process of learning the behavior of a given program by using machine-learning techniques (based on system-call
audit data) is effective to detect intrusions. Rule learning, neural
networks, statistics, and hidden Markov models (HMMs) are some
of the kinds of representative methods for intrusion detection.
Among them, neural networks are known for good performance in
learning system-call sequences. In order to apply this knowledge to
real-world problems successfully, it is important to determine the
structures and weights of these call sequences. However, finding
the appropriate structures requires very long time periods because there are no suitable analytical solutions. In this paper, a
novel intrusion-detection technique based on evolutionary neural
networks (ENNs) is proposed. One advantage of using ENNs is
that it takes less time to obtain superior neural networks than
when using conventional approaches. This is because they discover the structures and weights of the neural networks simultaneously. Experimental results with the 1999 Defense Advanced
Research Projects Agency (DARPA) Intrusion Detection Evaluation (IDEVAL) data confirm that ENNs are promising tools for
intrusion detection.
Index Terms—Anomaly detection, computer security, evolutionary algorithms, intrusion detection system (IDS), neural networks.

I. I NTRODUCTION

D

UE TO advances in information-communication technology, intrusion-detection systems (IDSs) have become
essential tools for the security of computer systems. Generally,
IDSs can be divided into two categories: misuse-detection systems and anomaly-detection systems. Misuse-detection systems
use knowledge about known attacks and attempt to match
current behavior against those attack patterns. Most commercial
IDSs use this approach because known attacks can be detected
economically and reliably with low false-positive errors. A
shortcoming of this approach is that it cannot detect unknown
attacks. Anomaly detection, which uses knowledge about normal behaviors and attempts to detect intrusions by noting
significant deviations, has been studied actively. However, this
approach suffers from high false-positive error rates because
unseen normal behaviors are considered as attacks [1].
In host-based anomaly detection, the idea of learning the
behavior of a program has been studied and used actively by
many researchers. Normal behavior is considered from the
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point of view of each individual program. Profiles for each
program’s behavior are built, and behaviors that deviate from
the profile significantly are recognized as attacks. Machinelearning methods, such as the rule-learning technique, the statistical technique, and the hidden Markov model (HMM) have
been used to profile the behavior of these programs. This is
because it can be viewed as a binary classification problem,
which is one of the traditional problems in pattern classification
[2]–[5]. Neural networks have been actively applied to IDSs.
Especially, in the 1999 Defense Advanced Research Projects
Agency (DARPA) intrusion detection evaluation (IDEVAL),
the detection technique based on neural networks showed superior performance to the other techniques in detecting hostbased attacks [6]. However, profiling normal behaviors requires
much time due to the huge amount of audit data and computationally intensive learning algorithms. Moreover, to apply
neural networks to real-world problems successfully, it is very
important to determine the topology of the networks and the
number of hidden nodes in the given problem, because performance hinges upon the structure of the neural networks.
Unfortunately, although techniques have been devised to design
the domain-specific network structures automatically, there is
no absolute solution, [7] and typically, the network structures
are designed by repeating trial-and-error cycles based on previous experiences of working on similar problems. Therefore, it
takes a very long time to build normal-behavior models. This
is the major drawback of the neural-network-based intrusiondetection technique.
In this paper, we employ an evolutionary neural network
(ENN) to overcome these shortcomings. ENN does not require
trial-and-error cycles for designing network structures and the
near-optimal structure can be obtained automatically. This
means that we can get better classifiers in shorter time periods.
We examine the proposed method through experiments with
real audit data and compare the results with those of other
methods.
The rest of this paper is organized as follows. In Section II,
we give a brief overview of how IDSs learn the behavior of
programs. A detailed description of ENNs and the proposed
methods are presented in Section III. Experimental results are
shown in Section IV. The conclusion in Section V discusses
future works.
II. R ELATED W ORKS
A. Learning the Behavior of a Program
Learning the behavior of a program is a well-known and
widely used intrusion-detection paradigm. Several kinds of
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TABLE I
REPRESENTATIVE RESEARCH ON LEARNING-PROGRAM BEHAVIOR

intrusion can occur by inducing program misuse that exploits
the bugs of the specific program. Victim programs behave
differently from normal execution programs. Therefore, learning normal behaviors and recognizing significant deviations can
be efficient for anomaly detection. Though there are many ways
to observe the behavior of a program, capturing the systemcall sequences is a typical and efficient method. In this way,
a normal profile can be built by learning the patterns of the
short system-call sequences. Programs that show sequences that
deviate from normal sequence profiles are considered to be
victims. Namely, intrusion detection by learning the behavior
of a program can be transformed to the problem of learning and classifying temporal sequence data. Machine-learning
techniques that are known for good solutions for this kind of
problem (such as rule-learning techniques, neural networks,
and the HMM) have been applied.
Program-based anomaly detection with system-call sequences can be formulated as follows. Let P = (s1 , s2 , . . . , sN )
denote the set of all system-call events generated by one execution of a program, where st denotes a system call event
occurring at time t, and St = (st+1 , st+2 , . . . , st+L ), t ≤ N −
L denotes the set of sequences made by windowing. P using
a window length L at time t and Rt denotes the result of the
sequence-evaluation function eval.
Rt = eval(St ).

(1)

If Rt is greater than the predefined threshold, the execution of
the program is recognized as an intrusion.

normal, if Rt ≥ threshold
(2)
alarm(Rt ) =
attack, if Rt < threshold.
Representative research that explores these methods is given
in Table I.
Forrest and co-workers pioneered the intrusion-detection
technique based on learning the behavior of a program. They
proposed the techniques that use equality matching with
system-call sequences as a possible prototype of the computer
immune system [8]–[10]. They built the database by capturing
system calls of a monitored program under normal conditions,
and recognized the process that produced significantly high
numbers of mismatched sequences. In [2], they compared
several learning techniques such as frequency-based methods,

rule learning, and HMMs. Most of their tests were conducted
with University of New Mexico (UNM) datasets that are
available in [11].
Cohen [12] and Lee et al. [3] applied a rule-learning method
to learning the behavior of a program, where they proposed
a modeling method that used the dynamic length of a window depending on the context of the system-call sequence
[13]. They showed that the context-dependent window-length
method outperforms the conventional fixed-length method with
UNM and 1999 DARPA IDEVAL data. The DARPA IDEVAL
dataset collected by Lincoln Labs at Massachusetts Institute of
Technology (MIT) is the largest corpus of data for evaluating
security systems [14], [15].
Ye et al. introduced three properties of audit data: the frequency property, the duration property, and the ordering property. They applied various probabilistic techniques to intrusion
detection [4]. In their experiments with 1998 IDEVAL data, the
Markov chain based on an ordering property showed superior
performance to the other techniques. This verifies that the
ordering of audit events provides useful information to detect
intrusions.
Ghosh and co-workers [16]–[18] and Elman [19] exploited
some variations of neural networks: the feed-forward back
propagation and the Elman recurrent network for classifying
system-call sequences. Their experimental results with 1998
and 1999 DARPA IDEVAL data illustrate that the Elman networks can improve the performance.
Liao and Vemuri used the k-nearest neighbor (kNN) classifier
and the robust-support vector machine (RSVM) for profiling
computer programs. The kNN classifier was employed in [20]
with an interesting analogy between classifying text documents
and detecting intrusion using the sequences of system calls.
In [21], their previous method is extended and compared to
the performance of the RSVM, the conventional SVM, and the
kNN classifier with 1998 IDEVAL data.
B. Evolutionary Approaches for Intrusion Detection
Evolutionary approaches have been used by several researchers to optimize intrusion detectors in an automatic manner. Wang et al. used the evolutionary algorithm for discovering
neural networks for intrusion detection [22]. The connections
of the network and its weights were encoded with binary
bits and evolved simultaneously. Their detection system was
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evaluated with World Wide Web (WWW) log data and showed
an accuracy rate of 95%. However, in their experiment, they
used their own dataset rather than a public-benchmark dataset.
The binary encoding of the weight also limited the search space
of the evolutionary algorithm highly.
Hofmann et al. proposed the evolutionary learning of radialbasis-function networks (RBFN) for intrusion detection [23].
They targeted a network-based IDS. Their evolutionary algorithm performed two tasks simultaneously: selecting the
optimal feature set and learning the RBFN. The binary-bits
system was used to encode the 137 possible features of the
network packet headers and three components of the RBFN,
including the type of basis function, the number of hidden
neurons, and the number of training epochs. In the experiments
with the network audit dataset, the RBFN optimized with the
evolutionary algorithm outperformed the normal MLP and the
normal RBFN.
Gonzalez et al. proposed an intrusion-detection technique
based on evolutionary-generated fuzzy rules [24]. The condition part of the fuzzy detection rules was encoded with binary
bits and fitness was evaluated using two factors: the accuracy
and the coverage of the rule. The performance was compared
to the methods of different genetic algorithms and without the
fuzziness of rules using two network audit datasets: their own
wireless dataset and the Knowledge Discovery and Data Mining
(KDD) Cup 99 dataset (a small version of the 1998 DARPA
dataset).
These two streams of intrusion-detection research have been
developed separately in the field of computer security. However,
here we propose a new hybrid intrusion-detection method by
putting the paradigm of learning the behavior of a program and
evolutionary learning together.
III. I NTRUSION D ETECTION W ITH ENN S
In this paper, we focus on improving the neural-networkbased intrusion-detection technique. The main benefit of using
a neural network is the ability to generalize from limited, noisy,
and incomplete data. This generalization capability provides the
potential to recognize unseen patterns, i.e., not exactly matched
patterns that are different from the predefined structures of the
previous input patterns. The neural network has been recognized as a promising technique for intrusion detection because
the intrusion detector should ideally recognize not only previously observed attacks but also future unseen attacks. Thus, this
technique can help improve the robustness of IDSs. However,
in the conventional approaches, there have been some problems
due to the static and regular structure of the neural networks.
First, we have to find the neural-network topology that is
optimal to intrusion detection. Because the performance of the
neural network is highly dependent on the network topology,
it is very important to find the topology that is optimal for
the problem domain. The works of Ghosh and co-workers
are representative of neural-network-based intrusion-detection
techniques and they showed the best performance in the 1999
DARPA IDEVAL. They applied two kinds of network topologies: the standard multilayer perceptron (MLP) and the Elman
recurrent network. They applied the standard MLP for both

Fig. 1. Comparison of the neural-network structures. (a) Standard multilayer
perceptron. (b) Elman neural network. (c) Evolutionary neural network.

program-based anomaly and misuse detections with systemcall sequences [18]. To improve the detection performance of
neural networks, they employed the neural networks of different
topologies with the Elman recurrent network [17]. This is more
suitable for processing temporal sequence data (like systemcall sequences) than the standard MLP because it maintains
state information between the input samples. Their experimental results verify that the Elman network is superior to the
standard MLP in program-based intrusion detection. However,
the topology of the Elman network is still static and regular.
There is room to improve the network topology to approach the
optimal structure.
Second, it is hard to find the optimal number of hidden
nodes. Finding the number of hidden nodes suitable for the
problem domain is also crucial to the good performance of
the neural networks. However, repeating this trial-and-error
process mainly finds the number of hidden nodes, which is only
suitable for the given problem domain. Ghosh and co-workers
trained 90 neural networks in total for each program: ten, 15,
20, 25, 30, 35, 40, 50, and 60 hidden nodes and ten networks
for each number of hidden nodes. Then, a neural network that
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Fig. 2. Overall architecture of the proposed method.

showed the best performance against the validation data was
selected [17]. In intrusion detection, generally the amount of
the training data that is extremely large makes the learning
algorithm more expensive. Moreover, we have to execute the
learning algorithm that takes a long time because programbased intrusion detection requires many neural networks. For
this reason, it is necessary to use the technique that not only
defines the internal parameters of the neural network but also
designs the structure of the neural network automatically.
In the field of automatic neural-network design, various
constructive and pruning algorithms were proposed [7]. The
constructive algorithm starts with the minimum number of
hidden nodes and connections and adds necessary hidden nodes
and connections during the algorithm runs. On the other hand,
pruning algorithms design the network by deleting unnecessary hidden nodes and connections. However, because neither technique searches the overall structure space but only a
limited area in the given environment, it is difficult to find
the optimal network structure. To remedy these drawbacks,
the evolutionary algorithm was introduced. Evolutionary algorithms can be applied to all general search problems and can
provide a global search ability that is not sensitive to the initial
condition. The neural network can be designed automatically
by the evolutionary algorithm, which determines the internal
weights, topologies, and the number of hidden nodes through
the evolution of several generations. Moreover, we can get more
sophisticated and nonregular structures that might outperform
the conventional structures because there is less structural restriction in the ENN.
In this paper, the ENN-based intrusion-detection technique
is proposed to overcome the drawbacks of the static and regular technique based on the conventional neural network. The
ENN eliminates the trial-and-error cycles of the regular neural
network because the learning of the ENN includes designing
its structure. In addition, because the ENN has no structural
restrictions, we can get more optimal neural networks than
when using conventional neural networks with typical structures. Thus, we can obtain better neural networks with less

effort in shorter time periods with ENN. Fig. 1 compares the
structures of the standard MLP, the Elman network, and the
ENN. While the standard MLP and the Elman network have
regular topologies with static numbers of hidden nodes, the
topology of the ENN is irregular, and the number of hidden
nodes is determined automatically on the problem domain.
Fig. 2 illustrates the overall architecture of the ENN-based
intrusion-detection method. We use system-call-level audit data
provided by the Basic Security Module (BSM) of the Solaris
operating system. The preprocessor monitors the execution of
specified programs and generates system-call sequences by
programs. The GA modeler builds normal behavior profiles
using ENN. One neural network is used per program. New data
is input to the corresponding neural networks. If the evaluation
value exceeds the predefined threshold, the alarm is raised.
A. Modeling Normal Behavior
The overall procedure of normal-behavior modeling is shown
in Fig. 3. First, the initial population of the neural networks
is generated with random initial weights and full connection.
Then, the individual neural network is learned partially, using
an error back-propagation algorithm. After that, the fitness of
each individual is assigned and the next population is generated by genetic operations. This evolution cycle is repeated
until the stop criteria are satisfied or the maximum number of
generations is reached.
A combination of Baldwinian and Lamarckian learning
(weight training and inheritance) is applied because it enables
us to speed up evolutionary learning. The search space is
too large to be discovered only using a global search method
(the evolutionary algorithm) within a reasonable time because
the structures and weights of the neural network evolve simultaneously. Hence, the local search method is employed.
The local search method (partial learning) helps discover the
weights quickly and the evolutionary algorithm helps the local
search algorithm avoid the local optima problem by varying
the starting point of the local search. Weight learning can be
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Fig. 3.

Procedure for evolving neural networks.

Fig. 4.

Example of genotype–phenotype mapping.

accelerated faster with weight inheritance, which enables us
to use the result of the local search in the evolution process
directly. The back-propagation algorithm that is a standard and
widely used training algorithm is used to train the weights.
There are two approaches in employing the neural network
for evaluating the abnormality of system-call sequences. The
first approach is classifying the current sequence into two
classes: normal behavior and attack behavior. It is sufficient
to use the standard neural network in this case, where the
neural network has two output nodes that correspond to the
normal and attack behaviors, respectively. The second approach
is predicting the next sequence at time n + 1 with the current
input at time n and comparing the result with the real sequence
at time n + 1. In the work of Ghosh and co-workers, they
used this method because the Elman network was designed for
retaining information concerning previous inputs. In this case,
the number of output nodes is the same as that of the input
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nodes. The input at time n + 1 is compared with the output at
time n, and the difference is used as the measure of abnormality.
Because our ENN does not use temporal information, the first
approach is taken. There are L input nodes because the systemcall sequence St , which is generated at time t with window
length L is used as the input. Ten input nodes are used because
we set the window length as 10. The maximum number of
hidden nodes is 15. The number of hidden nodes and the
connectivity among them are determined dynamically by the
evolutionary algorithm.
The anomaly detector uses only attack-free data in the training phase, but to train the supervised learner (such as a neural
network), the dataset labeled as attack is also needed. Ghosh
and co-workers discussed the neural network that classified all
data as attack by default, using randomly generated data as
anomalous input. Then, the real normal data were exposed in
order to classify the normal data at a particular area of input
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Fig. 5. Example of crossover operation.

Fig. 6. Example of mutation operation.

space [17]. Their method works well, except that the neural
network sometimes forgets the anomalous inputs previously
exposed while learning the normal data. In this paper, we take
a variant approach. The system-call sequences are generated
at random and used as anomalous data. The training data
is generated by mixing real normal sequences and artificial
intrusive sequences. This is to prevent the forgetting of the
input samples. The artificial and real data are mixed at the
ratio of 2 to 1. Artificial sequences help neural networks form
the decision boundary between the normal sequences and the
intrusive sequences correctly. In this way, we can also obtain the
neural network that classifies all system-call sequences (except
the given normal sequence) as attack behavior.
There are three major problems in applying the evolutionary
algorithm to real-world problems: how to define the genotype
representation of the solution, what kinds of genetic operators
are appropriate, and how to evaluate the fitness of each individual. In this paper, we have applied the evolutionary algorithm
to neural-network learning as follows.
1) Genotype Representation: There are several genotype
representations for neural networks. These include binary, tree,
linked list, and matrix representation. We have used a matrixbased genotype representation because it is straightforward to
implement and easy to apply genetic operators. When N is the
total number of nodes in a neural network including input, hidden, and output nodes, the matrix is N × N , where the entries
consist of connection links and the corresponding weights. In
this model, each neural network uses only forward links. In the

matrix, the upper right triangle (see Fig. 4) has the connectionlink information, where 1 means that there is a connection
link, and 0 means that there is no connection link. The lower
left triangle describes the weight values that correspond to
the connection-link information. Fig. 4 shows an example of
genotype–phenotype mapping for a neural network that has
two input nodes, two hidden nodes, and one output node. The
number of hidden nodes can vary within the maximum number
of hidden nodes in the course of genetic operations.
The total number of neurons can be created by subtracting
the number of hidden nodes that have no connection or are not
reachable from the input neurons from the maximum number of
neurons N . The number of neurons in a certain layer cannot be
counted because there is no restriction in the network structure.
In the traditional MLP of fixed and fully connected, there is an
explicit layer structure (one input and one output layer, one or
multiple hidden layers), and all neurons in each layer are fully
connected with the neurons in the previous layer. However, in
our ENN, the layer structure is not fixed. The input neurons can
be connected directly with the output neurons as well as with
the hidden neurons. So, we cannot define which hidden neurons
belong to a certain layer.
This matrix-based genotype representation can include some
network structures and nodes that are redundant and meaningless. We inhibit the emergence of the connections between the
input neurons and the connections between the output neurons
at the initialization and genetic-operation stages because the
back-propagation algorithm cannot be applied to this kind of
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Fig. 7. Changes of output values as a U2R attack proceeds. (a), (b), and (d): Short fluctuations of the output values of the normal events. (c) Temporal locality of
the anomalous events.
TABLE II
LIST OF SYSTEM CALLS FREQUENTLY USED

connection. The hidden neurons without any connection can
emerge as a result of the operation. These kinds of neurons
are ignored at the partial-learning stage (back-propagation
algorithm).
2) Genetic Operations: The crossover operator produces a
new descendant by exchanging partial sections between two
neural networks. It selects two distinct neural networks randomly and chooses one hidden node as the pivot point. Then,
they exchange the connection links and the corresponding
weight information based on the selected pivot point as shown
in Fig. 5.
The mutation operator changes a connection link and the
corresponding weight of a randomly selected neural network. It
performs one of two operations: addition of a new connection
or deletion of an existing connection. The mutation operator
selects two nodes of a neural network randomly. If there is no
connection between them, it connects two nodes with random
weights. Otherwise, it removes the connection link and weight
information. Fig. 6 shows an example of the mutation operation.
3) Fitness Evaluation: Fitness is calculated as the detection
rate for the training data. The most popular selection method is

TABLE III
LIST OF THE SETUID PRIVILEGED PROGRAMS

the roulette-wheel selection, but a problem with this method is
that the population converges into one locally optimal solution
rapidly when the fitness values of the population differ greatly.
For this reason, we have used rank-based selection, in which
the individuals’ selection probabilities are assigned according
to the ranks of the individuals, which are based on the fitness
values.
B. Anomaly Detection
Fig. 7 illustrates the changes of the output values as a user
to root (U2R) attack that gains the root privilege at time 60.
We can see that the output value of the attack node increases
dramatically and remains constant for some time in (c), which
begins when the attack succeeds. In (a), (b), and (d), the output
value of the attack node fluctuates and exceeds the output value
of the normal nodes for very short time periods, but it is not
sufficient to decide if the process can be classified as attack.
Therefore, it is important to recognize the temporal locality
of anomalous events like that presented in (c). To do this, it
is necessary to consider the previous output values as well as
the current output values. For this purpose, we have defined a
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TABLE IV
ATTACKS INCLUDED IN THE TEST DATA

TABLE V
PARAMETERS OF THE ENN

new measure of abnormality that has a leaky integrator. When
ot1 denotes the output value of the attack node, ot2 denotes the
output value of the normal node, and w1 , w2 , and w3 denote the
weights of these values, the evaluation score rt is calculated as
follows:
rt = w1 · rt−1 + w2 · o1t + w3 · o2t .

(3)

It retains the evaluation value of past evaluations with decay,
and we get higher abnormality in the current process, as the
output value of the attack node is higher and the output value
of the normal node is lower. In this way, we can measure the
abnormality of the behavior of the program robustly to reduce
fluctuation and recognize the temporal locality of abnormal
behavior like that in (c).
A threshold is defined to check whether the abnormality
exceeds it, determining whether the current process is attack
or not. However, the decision boundaries vary from program to
program because different neural networks are used to evaluate different program behavior. Thus, applying a threshold to
overall neural networks is not feasible. To solve this problem,
we have normalized the evaluation values statistically. First,
we test the training data using the trained neural network
and calculate the mean and variance of rt . Then, under the
assumption that rt is normally distributed, we transform rt to
the corresponding value in the standard normal distribution Rt .
When m is the mean of rt and d is the standard deviation
against the training data, the normalized evaluation value Rt
is calculated as follows:
Rt = eval(St ) =

rt − m
.
d

(4)

If Rt exceeds the predefined threshold, the current process is
considered to be an attack.
IV. E XPERIMENTS

tacks: denial of service, probe, remove to local (R2L), and U2R.
In this paper, our experiments focus on detecting attempts of
U2R attacks to gain root privilege by privileged program misuse. Thus, we monitor only the SETUID privileged programs
that are the target of most U2R attacks. Table III is the list of
the SETUID privileged programs that run on the victim Unix
servers.
The 1999 IDEVAL data consists of five weeks of audit data.
The 1–3-week dataset is used for training and the 4–5-week
dataset is used for testing. We used the 1 and 3 week dataset,
which does not contain any attacks for training neural networks.
The 4–5 week dataset was used for testing. The test data contain
11 instances of four types of U2R attacks as shown in Table IV.
The parameter values used in the experiment are given in
Table V. The weight to rt−1 (w1 ) and weight to the output value
of the attack node (w2 ) are set to 0.5. Consequently, the input
that is obviously intrusive results in 1. The weight to the output
value of the normal node (w3 ) is set to negative (−0.5) to cut
down the rt of the partially intrusive input.

A. Experimental Settings
In BSM audit data, there are about 280 system-call events,
but rarely used system calls are not significant to represent the
program’s normal behavior. Therefore, we select only critical
system calls to model normal behaviors by selecting the system
calls in the training data of the first day, resulting in 45 system
calls selected. The system calls are assigned numbers between
0 and 44 and all the remaining system calls are assigned to 45.
Table II shows the 45 system calls that are selected from the
training data.
To verify the proposed method, we used the 1999 DARPA
intrusion-evaluation dataset [25]. It contains four kinds of at-

B. Results
1) Changes of Fitness: We investigated the change of fitness
to find whether the neural networks evolve or not, because it
is possible for good neural networks to be obtained not by
evolution but by chance. Fig. 8 shows the changes of fitness.
Fitness increases as evolution proceeds and the maximum fitness converges to 0.9. This shows that we can find better neural
networks by evolution and that the evolved neural networks can
classify the training data at about 90% accuracy.
2) Changes of Network Structure: Fig. 9 illustrates how the
number of connections and hidden nodes changes as evolution
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Fig. 8.

Changes of fitness as evolution proceeds.

Fig. 9.

Changes of network structure as evolution proceeds.

proceeds. At the initial generation, the neural networks have
in total 285 connections because the ENN starts with a set
of full connections. The number of connections decreases as
evolution proceeds, while the fitness increases. This shows that
the evolutionary algorithm optimizes the network structure by
pruning the unnecessary connections. Meanwhile, the number
of hidden nodes does not change until the last generation.
This means that the evolution algorithm does not eliminate any
hidden node to maintain the representational power.
3) Comparison of Training Time: The time required for
training the typical neural network of the static structure and
the ENN is compared. The training program was run on a
computer with a dual Intel Pentium Zeon 2.4-GHz processor,
1-GB RAM, and Sun Solaris 9 operating system. For neural
networks with static structures, the number of hidden nodes
varied from ten and 60, and for each number of hidden nodes,
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TABLE VI
COMPARISON OF THE TIME REQUIRED FOR TRAINING
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Fig. 10. Intrusion-detection performance of ENN.

ten networks were trained. A total of 90 networks were trained.
Error back-propagation algorithm was iterated until it reached
5000 epochs. The ENN has at most 15 hidden nodes, and 20
neural networks were evolved to the 100th generation. Both
neural networks had ten input nodes and two output nodes and
were trained with the training data of the login program that
consisted of 1905 sequences.
Table VI illustrates the result of this experiment. The conventional approach that repeats the trial-and-error cycle requires
about 17 h and 50 min. However, in the case of the ENN, it
only takes 1 h and 14 min. Thus, the evolutionary approach can
reduce the learning time. Another advantage is that the nearoptimal network structure can be obtained.
4) Comparison of Detection Performance: To show the performance visually, the receiver operating characteristic (ROC)
curve, which is a traditional way to represent the performance
of the classifier, is used. However, the detection/false-alarm
plot has been used widely in the field of intrusion detection
since the MIT Lincoln Laboratory began to use this kind of
plot. It is basically the same (with the traditional ROC curve),
except that the number of true negatives per day is plotted
in the horizontal axis. Therefore, we have also added the
axis of false alarm per day in the ROC curve to yield fair
comparison with the previous results over the same dataset. The
neural network with the highest fitness is selected and used
for testing. Fig. 10 depicts the ROC curve, which illustrates
the intrusion-detection performance of the proposed method. It
produced 0.7 false alarms (0.0011% false-alarm rate) at 100%
detection rate: There were seven false alarms in the whole test
dataset. Most false alarms were raised from the “ffbconfig”
program, of which the training data were not sufficient. The
ENN dataset with a sufficient amount of training detected
intrusions almost perfectly. In the 1999 DARPA IDEVAL, the
method that showed the best performance when detecting U2R
attacks is the work of Ghosh and co-workers that learns systemcall sequences with the Elman recurrent neural network [6].
It showed three false alarms at a 100% detection rate [16].

TABLE VII
COMPARISON OF INTRUSION-DETECTION PERFORMANCE
WITH THE BEST EXISTING RESULTS ON THIS DATA

Although the work of Ghosh and co-workers was produced
without knowledge of the data, the performance of the ENN
in our experiment was comparable to that of the work of
Ghosh and co-workers. This result illustrates that the ENN
can produce better neural networks than conventional neural
networks of static and regular structure. Table VII summarizes the intrusion-detection performance of the ENN and the
Elman network.
5) Comparison of Network Structures: The structure of the
neural network that shows the best performance to learn the
behavior of the ps program is shown in Fig. 11. The structure is
more complex than the general MLP because the ENN does not
restrict the topology of the network. Table VIII compares the
ENN trained with the behavior of the ps program, the standard
MLP, and the Elman network in terms of network structure. The
MLP and the Elman network have the same number of nodes:
ten input nodes, 15 hidden nodes, and two output nodes. In the
case of the Elman network, there are 15 context nodes because
each hidden node has a corresponding context node.
In terms of the total number of connections, the Elman
network has the largest number of connections because the
context node receives input from a single hidden node and
sends its output to all nodes in the hidden layer. The total
number of connections of the standard MLP and ENN does
not differ much. However, the ENN has more various types
of connections, including the connections from the input node
to the output node and from one hidden node to another
hidden node. The Elman network produced better performance
by retaining the contextual information between samples with
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Fig. 11. Structure of neural network that shows the best performance in learning ps program.
TABLE VIII
COMPARISON OF NETWORK STRUCTURE. (A) MLP; (B) ELMAN NETWORK ; (C) ENN

recurrent topologies by adding the context layer. On the other
hand, the ENN attempted to increase the modeling power by
forming a nonregular and complex network structure.
V. C ONCLUSION
This paper proposes an ENN for improving the performance
of anomaly-detection techniques based on learning the behavior
of a program. The proposed method not only improved the
detection performance but also reduced the time required for
training. This is because it learned the structures and weights
of the neural network simultaneously. In experiments with the
1999 DARPA IDEVAL data, the ENN-based detector showed
good detection performance compared to the work of Ghosh
and co-workers, which produced the best performance in the
1999 DARPA IDEVAL program. We verified that the time required for learning can be reduced without any loss of detection
performance.
As a future work, it is necessary to find network structures
that are particularly good for intrusion detection by analyzing the evolved structures. Further improvement of detection
performance can be expected. By combining multiple expert
neural networks that are evolved with speciation, we can obtain
more accurate models. Another possible solution is to design an
evolutionary algorithm that adopts the advantage of a dynamic

window length by optimizing the window length as well as the
network structure. The problem of long learning time should
be dealt with also. A probable solution to this is to speed up
the partial learning stage by substituting the back-propagation
algorithm with an up-to-date fast training algorithm such as
a scaled conjugate gradient. Applying the ENN described
here to other types of datasets will be a good extension of
this work.
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