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ABSTRACT 

Considering the fatality of phishing attacks that are emphasized by 

many organizations, the inductive learning approach using reported 

malicious URLs has been verified in the field of deep learning. 

However, the deep learning-based method mainly focused on the 

fitting of a classification task via historical URL observation shows 

a limitation of recall due to the characteristics of zero-day attack. In 

order to model the nature of a zero-day phishing attack in which 

URL addresses are generated and discarded immediately, an 

approach that utilizes the expert knowledge is promising. We 

introduce the integration method of deep learning and logic 

programmed domain knowledge to inject the real-world constraints. 

We design neural and logic classifiers and propose the joint learning 

method of each component based on the traditional neuro-symbolic 

integration. Extensive experiments on three real-world datasets 

consisting of 222,541 URLs showed the highest recall among the 

latest deep learning methods, despite the hostile class-imbalanced 

condition. We demonstrate that the optimized weighting between 

neural and logic component has an effect of improving the recall 

over 3% compared to the existing methods. 

 

Index Terms— Phishing Detection,  Expert Knowledge, Logic 

Programming, Triplet Network, Neurosymbolic Integration 

 

 

1. INTRODUCTION 

 

In the field of information security, an inductive approach to learn 

the features from phishing attacks based on a high-performance deep 

learning model with massive known-attack observations was 

introduced. Among the most prominent, the combination of a 

convolutional neural network (CNN) and a recurrent neural network 

has been found to significantly improve the detection performance 

by explicitly modeling the character and word features of phishing 

attacks [1],[2]. 

Despite the successful development of a deep learning-based 

phishing URL classifier, on the other hand, the inductive learning 

approach that focuses on minimizing the loss of the mapping 

function relying on a large number of observations and known-

attacks addresses the limitations  in defending the phishing attacks. 

The main difficulty, expressed as a zero-day phishing attack, is that 

phishing URLs are generated and discarded immediately after the 

information is stolen. Figure 1 visualizes the chronic class 

imbalance issue arising from the limited observations of connectable 

phishing URLs. As an issue commonly pointed out in the field of 

phishing URL modeling, it is important to model the knowledge of 

credible experts because critical information has already been stolen 

at the time of learning and responding to zero-day phishing URLs. 

Figure 2 depicts the distribution of characters and keyword-

dependency of phishing URLs to address the strong need for the 

expert knowledge.  

 

 

Fig. 1. Feature space and decision boundary per machine 

learning-based methods for phishing URL classification task 

 

Fig. 2. Distribution of characters constituting URLs and  mutual 

information representing the keyword-dependency of attacks 

 

Taken together, the simultaneous consideration of the inductive 

learning components that utilize the accumulated data and the 

symbolic components that utilize the expert knowledge is the 

promising approach to inject the real-world constraints [3] and 

detect the zero-day phishing attacks. In this paper, we propose an 

integration method of deep learning with phishing detection logics 

based on the traditional neuro-symbolic cycle [4]. We extract the 

quantized symbols from deep learning component and utilize it to 

calibrate the logic components. By using 10 of security rules tuned 

under various conditions we have achieved the highest recall(0.9610) 

compared to the existing methods including the latest phishing 

modeling approaches(0.9462).  
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Table 1. Related works on phishing URL detection with respect 

of representation and modeling method 

Author Dataset 
URL 

Representation 

Phishing Attack 

Modeling Method 

Liu [5] PhishStorm Text Transition diagram 

Mohamma

d [6] 
PhishTank 

Selected URL 

features 

Hierarchical classifier 

based on feature groups 

Chiew [7] 
UCI phishing 

URLs 
Text 

Machine learning methods: 
NB, DT, RF, SVM 

Le [1] VirusTotal 
Char./Word-level 

embedding 

URLNet: CNN concatenatio

n 

Anand [8] PhishTank 
Selected URL 

features 
LSTM-based text GAN 

Chou [9] 
MS URL 

screenshots 

URL with 

screenshots 

OCR with ResNet, 

Homomorphic encryption 

Arachie 
[10] 

PhishTank Text 
Weakly supervised 

adversarial label learning 

Tajaddodi

anfar [2] 

MS anonymized 

browsing dataset 

Char./Word-level 

embedding 

Texception: 

CNN concatenation 

 

2. RELATED WORKS 

 

The phishing URL classification research can be categorized into 

three main areas: blacklist-based detection (which was mainly 

studied until early 2010), the modeling of lexicon extracted from the 

text based on machine learning algorithms, and the text feature 

extraction based on the latest deep learning algorithms. In order to 

define the declarative semantics for phishing attack modeling, we 

review the relevant methods based on URL representation and its 

modeling method. The three-year research trends for phishing URL 

classification are summarized in Table 1.  

As an initial attempt to model the phishing attacks, malware 

epidemiology is proposed and implemented with diagram-based 

compartment model [5]. In addition, effective features are listed and 

verified in order to probabilistically model the phishing attacks. 

Mohammad et al. introduced a hierarchical classifier to exploit the 

URL feature subset and summarized the detection rules in terms of 

address, request, domain, and script [6]. 

A security database [5],[11],[12] that stores the known phishing 

attacks provides an ideal testbed for machine learning-based URL 

classification task [7] with a relatively closed environment. Various 

deep learning methods such as convolutional neural network (CNN) 

[1] and long short-term memory (LSTM) are proposed, as well as 

the LSTM-based generative adversarial network (GAN) [8] for 

exploit the class imbalance issue in the field of the phishing 

detection. 

Deep learning-based approaches to detect phishing attacks are 

drawing attention from major societies in terms of data, structure, 

and learning strategy [9]. The improvement of character-level CNN 

studied in the field of sentiment classification was optimized for 

phishing URL detection by simultaneously modeling the word-level 

features [2]. In the case of modifying the data sampling algorithm, 

the phishing classification task was used as a benchmark task [10]. 

To the best of our knowledge, this is the first attempt that declarative 

semantics are incorporated to model the zero-day phishing attack.  

 

3. THE PROPOSED METHOD 

 

Figure 3 illustrates the overall architecture of the proposed method 

that is consisted of triplet-embedded neural component, logic 

operator, and a beta-discrepancy loss. The neural component learns 

the latent of the phishing attacks and classifies the phishing and 

benign URLs as neural output 𝑦𝑖
𝑁. The quantized deep parameter 

represented by the self-organized map (SOM) is utilized as a symbol 

𝑦𝑖
𝐶  of the logic component. We build a knowledge base consisting 

of four types of rules from expert knowledge. The logic component 

deduces the logic output 𝑦𝑖
𝐿  from the quantized symbols of the 

neural component based on 10 of rules expressed in first-order logic 

with its local confidence 𝛽𝑘 respectively. Finally the neural output 

and logic output are tuned for the purpose of minimizing the 

discrepancy loss 𝑙𝐷 defined by the distance metric 𝑑(𝑦𝑖
𝑁 , 𝑦𝑖

𝐿). The 

𝛽 -discrepancy loss function 𝑙𝐵𝐷  is a linear combination of the 

classification loss 𝑙𝑁  and the discrepancy loss 𝑙𝐷 , and the global 

confidence 𝛽𝐺  adjusts the weight of the logic integration. 

3.1. Triplet Network for Embedding of Phishing Attacks  

As phishing URLs comprise sequences of characters and words, 

existing CNN and LSTM networks are known as the amenable 

method for URL feature extraction. The combination of the CNN 

and LSTM for estimating the time-invariant filter coefficients is 

already widely used in the field of spatiotemporal feature modeling 

[13],[14].  

Attempts to generate the latent space for phishing URLs 

concentrating the spatiotemporal features can be regarded as a form 

of deep metric learning. The CNN-LSTM based triplet network 

composed with weight-shared neural based feature extractor is the 

promising approach to learn the phishing latent space by compare 

the pairs of examples with standard similarity functions [15],[16], as 

proposed in Figure 4. 

The latent space of phishing URLs are learnt in two steps: 

learning of  the feature extraction function 𝜙(⋅) and the distance 

metrics between phishing and benign URLs. The CNN-LSTM based 

triplet network extracts each feature of the (Anchor 𝑥𝑎, Positive 𝑥𝑝, 

Negative 𝑥𝑛) triplet. The triplet is composed of an (Anchor-Positive) 

pair, sampled from the same class, and an (Anchor-Negative) pair, 

sampled from different class, and it optimizes the triplet loss 

function 𝑙𝑇 that forces the distance 𝑑 of the (𝑥𝑎, 𝑥𝑛) pair to be small 

compared to the (𝑥𝑎, 𝑥𝑝) pair based on the gradient descent method: 

 𝑙𝑇 =∑ [𝑑 (𝜙(𝑥𝑖
𝑎), 𝜙(𝑥𝑖

𝑝
)) − 𝑑(𝜙(𝑥𝑖

𝑎), 𝜙(𝑥𝑖
𝑛)) + 𝛼]

𝑖
 (1) 

where 𝛼 is an empirically defined margin that is enforced between 

positive 𝑝 and negative 𝑛 pairs and anchor 𝑎 [17]. 

 

Fig. 3. Joint learning of deep learning and logic programmed 

constraints implemented with triplet network and discrepancy 

loss function 
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Fig. 4. CNN-LSTM based triplet network structure for 

utilization of character and word features of phishing URL 

3.2. Combining Deep Learning with Logic-programmed Expert 

Knowledge for Zero-day Phishing Detection 

In the field of the information security, an experienced engineer can 

cope with the zero-day phishing attacks by leveraging the stereotype. 

The advantage of utilizing domain knowledge can be maximized 

considering the nature of the phishing attack is deterministic.  

The form of first-order logic expression is suitable in the 

declaration of the if-then-else statement using body 𝐵 and head 𝐻 

(𝐵 ⇒ 𝐻). For example, the knowledge that 'the URLs with a length 

greater than threshold 𝜏𝑙  and a number of digits greater than 

threshold 𝜏𝑑  are phishing attacks' is declared as follows: 
(𝐿𝑒𝑛𝑔𝑡ℎ(𝑥𝑖) > 𝜏𝑙) ∧ (𝐷𝑖𝑔𝑖𝑡𝑠(𝑥𝑖) > 𝜏𝑑) ⇒ 𝑃ℎ𝑖𝑠ℎ𝑖𝑛𝑔(𝑥𝑖) 

Based on the first-order logic grammar we structuralize 10 

detection logics verified by security experts and built a knowledge 

base. Table 2 describes the knowledge base consisting of four types 

of rules. The four types of rules, address, request, domain and script-

based that construct the knowledge base are complementary. 

Meanwhile, simple rule-based classification has a limitation in 

consistency due to the nature of the zero-day attacks. The additional 

rules using the deep parameter-based symbols quantized from the 

neural components were defined to calibrate the decision of the logic 

component. We use the self-organization map (SOM), which is well 

known as a neural network-based clustering method, to establish a 

calibration rule. 

There are several methods to map the detected result 𝑃 into a 

probabilistic output including the probabilistic soft logic and the t-

norm fuzzy logic theory. Among the most prominent are immediate 

consequence operator Γ [18]. The main advantage of the presented 

method is that it can learn the weights of relational structures. The 

mapping operator Γ(𝑃) is defined as below with sigmoid function 𝜎: 

 Γ(𝑃) = 𝑦(𝑃) (2) 

 Γ(𝑃1 ∧ …∧ 𝑃𝑘) = 𝜎(𝑎0 (∑ Γ(𝑃𝑖) − 𝑛
𝑘

𝑖=1
) + 𝑏0) (3) 

 Γ(𝑃1 ∨ …∨ 𝑃𝑘) = 𝜎(𝑎1∑ Γ(𝑃𝑖)
𝑘

𝑖=1
+ 𝑏1) (4) 

 Γ(¬𝑃) = 1 − Γ(𝑃) (5) 

Table 2. Address, request, domain, script, parameter-based 

expert knowledge and its first-order logic expression 

Rule Type First-order Logic Expression 

Address bar-based rules 

 Usage of IP address 
 Digit count 

 Character length 

 Special char. count 
 http:// or https:// 

 Typosquatted URL 

(e.g. google → goggle) 

𝐼𝑃𝐴𝑑𝑑𝑟𝑒𝑠𝑠(𝑥𝑖) ∧ (𝐷𝑖𝑔𝑖𝑡𝑠(𝑥𝑖) > 𝜇𝑑)
∧ (𝐿𝑒𝑛𝑔𝑡ℎ(𝑥𝑖) > 𝜇𝑙)
∧ (𝑆𝑝𝑒𝑐𝑖𝑎𝑙(𝑥𝑖) > 𝜇𝑠)
⇒  𝑃ℎ𝑖𝑠ℎ𝑖𝑛𝑔(𝑥𝑖) 

𝐼𝑃𝐴𝑑𝑑𝑟𝑒𝑠𝑠(𝑥𝑖)

∧ ∃𝑐: (𝑆𝑝𝑒𝑐𝑖𝑎𝑙#(𝑐) ∧ 𝑆𝑝𝑒𝑐𝑖𝑎𝑙%(𝑐))

⇒ 𝑃ℎ𝑖𝑠ℎ𝑖𝑛𝑔(𝑥𝑖) 

(𝐿𝑒𝑛𝑔𝑡ℎ(𝑥𝑖) > 𝜏𝑙)
∧ (𝐷𝑖𝑔𝑖𝑡𝑠(𝑥𝑖) > 𝜏𝑑)
⇒ 𝑃ℎ𝑖𝑠ℎ𝑖𝑛𝑔(𝑥𝑖) 

𝐻𝑇𝑇𝑃𝑆(𝑥𝑖) ∧ 𝑇𝑦𝑝𝑜𝑠𝑞𝑢𝑎𝑡𝑡𝑒𝑑(𝑥𝑖)
⇒ 𝑃ℎ𝑖𝑠ℎ𝑖𝑛𝑔(𝑥𝑖) 

𝐻𝑇𝑇𝑃(𝑥𝑖) ∧ (𝑆𝑝𝑒𝑐𝑖𝑎𝑙(𝑥𝑖) > 𝜇𝑠)
⇒ 𝑃ℎ𝑖𝑠ℎ𝑖𝑛𝑔(𝑥𝑖) 

Abnormal 
request-based rules 

 URL request count 

 Server form handler 
(SFH) 

(𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑠𝑟𝑐(𝑥𝑖) > 𝜇𝑟)
⇒ 𝑃ℎ𝑖𝑠ℎ𝑖𝑛𝑔(𝑥𝑖) 

𝑆𝐹𝐻𝑎𝑏𝑜𝑢𝑡:𝑏𝑙𝑎𝑛𝑘(𝑥𝑖) ∨ 𝑆𝐹𝐻𝑒𝑚𝑝𝑡𝑦(𝑥𝑖)

⇒ 𝑃ℎ𝑖𝑠ℎ𝑖𝑛𝑔(𝑥𝑖) 

Domain-based rules 

 Age of domain 
 Registered top domain 

 Subdomain count 

¬((𝐴𝑔𝑒(𝑥𝑖) > 𝜇𝑎)

∨ 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑒𝑑(𝑥𝑖))

∧ (𝑆𝑢𝑏𝑑𝑜𝑚𝑎𝑖𝑛(𝑥𝑖) > 𝜏𝑠𝑑)
⇒ 𝑃ℎ𝑖𝑠ℎ𝑖𝑛𝑔(𝑥𝑖) 

Script-based rules 

(HTML, Javascript) 

 Usage of mouseover 

 Usage of pop-up 

 Disabling rightclick 

¬𝑅𝑖𝑔ℎ𝑡𝑐𝑙𝑖𝑐𝑘(𝑥𝑖) ∧ 𝑀𝑜𝑢𝑠𝑒𝑜𝑣𝑒𝑟(𝑥𝑖)
∧ 𝑃𝑜𝑝𝑢𝑝(𝑥𝑖) ⇒ 𝑃ℎ𝑖𝑠ℎ𝑖𝑛𝑔(𝑥𝑖) 

Deep parameter-based rules 

 Self-organized map cluster 
𝑆𝑂𝑀𝑘(𝑥𝑖) ⇒ 𝑃ℎ𝑖𝑠ℎ𝑖𝑛𝑔(𝑥𝑖) 

 

Conversion of first-order logic outputs to probabilistic outputs 

enables the joint learning between neural component output 𝑌𝑁 and 

logic component output 𝑌𝐿 . We define the logic component loss 

function 𝑙𝐷  with the Euclidean distance function 𝑑() between the 

two outputs where 𝐾 denotes the number of rules and Φ𝑘 denotes 

the collection of symbols from each rule: 

 

𝑙𝐷(𝑌
𝑁 , 𝑌𝐿) = 𝐸𝑥~𝑋 [𝑑 (𝑌

𝑁(𝑥(𝑡)), 𝑌𝐶(𝑥(𝑡)))] 

=
1

𝐾
∑

1

|Φ𝑘|
∑ 𝛽𝑘𝑑(𝑌

𝑁(𝑥(𝑡)), 𝑌𝐶(𝑥(𝑡)))

𝜙∈Φ𝑘{𝐵𝑘⇒𝐻𝑘}

 
(6) 

 

Still, we noted the necessity of adjusting the weight of 𝑙𝐷 itself 

where the output based on the rule is dominant. The key idea of beta-

discrepancy loss 𝑙𝐵𝐷 is the simultaneous consideration of the local 

and global confidence 𝛽𝐺  with the linear combination of the neural 

component loss 𝑙𝑁 and logic component loss 𝑙𝐷: 

 

 𝑙𝐵𝐷 = 𝑙𝑁 + 𝛽𝐺𝑙𝐷 (7) 
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Table 3. Source and description of three benchmark datasets 

listed to evaluate the proposed method 

Source Desc. Instances e.g. 

ISCX-URL-

2016 [11] 

Benign 35,000 http://metro.co.uk/2015/05... 

Phishing 9,000 http://standardprincipal.pt/... 

Malware 11,000 http://9779.info/%E5%88%... 

Spam 12,000 http://adverse*s.co.uk/scr/cl... 

PhishStorm 

[12] 

Benign 47,682 en.wikipedia.org/wiki/dead... 

Phishing 47,859 nobell.it/70ffb52d079109dc... 

PhishTank 

[19] 

DMOZ Open 

Directory Project 
(Benign) 

45,000 http://geneba**.org/ftp/... 

OpenDNS 

(Phishing) 
15,000 http://droopbxoxx.com/@@@.. 

 

 

Fig. 5. Self-organization map as a quantized deep learning 

parameter for complementing the decision of logic components 

4. EXPERIMENTAL RESULTS 

 

For extensive evaluation, three real-world datasets consisting of 

223,018 URLs were collected and summarized in Table 3. In the 

ISCX-URL-2016 benchmark dataset, a 4-way classification task of 

benign, phishing, malware and spam was performed, and a binary 

classification task was performed in the rest of the dataset. In Figure 

5, quantized deep learning parameters represented by SOM for the 

major features of a phishing attack are visualized in order to 

qualitatively evaluate the validity of the defined logic rules. 

Table 4 compares the accuracy and recall for the latest deep 

learning models including the standard deep learning methods and 

its major modifications which achieves the state-of-the-art results. 

CNN and CNN-LSTM used as the base network achieved an 0.9424 

accuracy and 0.9015 recall in ISCX-URL-2016 dataset. The Monte 

Carlo Search-based triplet network is the latest implementation of 

deep metric learning [15] and it achieved the better performance 

compared to the base network with 0.9673 accuracy and 0.9227 

recall. The texception network optimized to model the character and 

word-level features of phishing URLs achieved 0.9765 accuracy and 

0.9462 recall [2], which are improved performance compared to the 

metric learning approach. 

The proposed method has the advantage of utilizing the explicitly 

defined constraints on the phishing URL structure. The performance 

measured only by the decision from logic component had a fatal 

defect in the generalization performance with 0.7338 accuracy and 

0.6565 recall, but the best performance of 0.9785 accuracy and 

0.9610 recall was achieved when the proposed logic integration 

method was applied to calibrate the decision of the neural 

component. Figure 6 visualizes the process of finding the optimal 

hyperparameter by varying the global confidence 𝛽𝐺  of the logic 

integration and the number of rules 𝐾. 

5. CONCLUSIONS 

In this paper we have proposed an integration method of deep 

learning with first-order logic programmed rules to inject the real-

world constraints for phishing URL detection. We designed 

weighting mechanism between the neural and logic components as 

𝛽 -discrepancy loss function. We have provided a compound 

solution of the zero-day phishing detection by achieving the highest 

recall for the three benchmark datasets.  

Meanwhile, given the conflict between logic rules, the latest 

studies suggest a possibility for the graph-structured knowledge 

base. We also suggest that learning of the weights between neural 

and logic components can also be a partial solution to alleviate 

collisions between rules. The teacher-student learning paradigm 

could be an implementation of the learnable weighting mechanism 

in logic integration method. 
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Fig. 6. Comparison of the recall of the proposed method 

according to the number of rules 𝑲 and confidence 𝜷𝑮  of the 

logic component 

Table 4. Comparison of 10-fold cross validation accuracy and 

recall with other deep learning methods, including latest metric 

learning-based approaches (CNN=convolutional neural 

network; LSTM=long short-term memory) 

Benchmark Dataset 
ISCX-URL- 

2016 
PhishStorm PhishTank 

Metrics Acc. Recall Acc. Recall Acc. Recall 

Base Network 

Character-CNN [20] 0.9363 0.8909 0.9016 0.8565 0.8852 0.8034 

LSTM 0.9175 0.8803 0.8777 0.8440 0.8544 0.7865 

CNN-LSTM [21] 0.9424 0.9015 0.9229 0.8785 0.9070 0.8374 

Comparative Studies 

URLNet [1] 0.9450 0.9390 0.9395 0.8864 0.9226 0.8785 

Texception [2] 0.9765 0.9462 0.9710 0.9227 0.9319 0.9075 

Triplet Network [17] 0.9505 0.9064 0.9473 0.8902 0.9081 0.8469 

Monte Carlo Search 

based Triplet Net. [15] 
0.9673 0.9227 0.9664 0.9065 0.9237 0.8665 

Logic-Integrated Triplet Network (Proposed) 

Logic Programming 0.7338 0.6365 0.7013 0.6250 0.6463 0.5837 

CNN-LSTM based 

Triplet Network 
0.9655 0.9364 0.9565 0.9100 0.9110 0.8572 

Logic Integration 

(𝛽𝐺=1.00) 
0.9765 0.9552 0.9755 0.9330 0.9398 0.9202 

Logic Integration 

(𝜷𝑮 Optimized) 
0.9785 0.9610 0.9832 0.9464 0.9540 0.9265 
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