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Abstract. The relational database is designed to store and process large amount
of information such as business records and personal data. There are many
policies and access control techniques for database security, but they are not
sufficient for detecting insider attacks. In order to detect threats for the database
application, it is necessary to adopt role-based access control (RBAC) and
classify the roles according to the authority of each user. In this paper, we
propose a method of classifying user’s role and authority using the CNN-LSTM
neural networks by extracting features from SQL queries. In the anomaly
detection method, CNN automatically extracts important features from database
query and LSTM models the temporal information of the SQL sequence. The
class activation map also identifies the SQL query features that affect the clas-
sification. Experiments with the TPC-E scenario-based benchmark query dataset
show that the CNN-LSTM neural networks surpass other state-of-the-art
machine learning methods, achieving an overall accuracy of 93.3% and recall of
88.7%. We also identify the characteristics of misclassification data through
statistical analysis.
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1 Introduction

The relational database management system (RDBMS) is the most popular for storing
information of the company. It is based on a relational database model. Many com-
panies require high security of the RDBMS because they store confidential information
in the database for long periods of time [1]. Especially as the size of the company
grows, many employees access the database. Therefore, system access should be
controlled according to their authority. Role-based access control (RBAC) is the way to
restrict database access based on the role of individual users within an enterprise [2].
RBAC allows employees to grant access only to the information they need to perform
their tasks and prevent access to unrelated information [3].

Database intrusion detection systems identify and report access to unauthorized
users by insider attacks through query patterns. Intrusion detection systems must
accurately determine if a user’s role matches to the database security [4]. In this paper,
we use the RBAC in RDBMS, and classify roles according to user’s SQL query based
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on TPC-E benchmark. This benchmark is gathered using the RBAC schema. The TPC-
E benchmark is an online transaction processing (OLTP) workload from a brokerage
firm [5]. There is a total of 11 roles in the TPC-E benchmark. User roles consist of
brokers, customers, market transactions, and so on. Table 1 shows a virtual scenario of
a TPC-E dataset generated by online transaction simulation. Figure 1(a) represents the
connections among brokers, customers, and market transactions that make up the TPC-
E benchmark schema. We preprocess SQL queries and extract features according to
each role. Each feature represents the number of query elements that make up the
select, from, where, order by, and group by clauses. Figure 1(b) shows the complex
distribution of SQL query features according to the TPC-E benchmark role. Each role
is difficult to classify because of the overlap of similar distributions.

In this paper, we propose CNN-LSTM networks that combine CNN and LSTM to
extract features from relational database queries and perform intrusion detection.
RBAC-based access control represents abnormal queries using 11 roles of the database
query. The proposed CNN-LSTM networks transform preprocessed database queries

Table 1. TPC-E benchmark scenario

Role Transaction Data manipulation Authority

1 Broker-Volume Select Only Read-Only
2 Customer-Position
3 Market-Watch
4 Security-Detail
5 Trade-Status
6 Trade-Lookup
7 Trade-Order Select/Insert Only Read/Write
8 Trade-Update Select/Update Only
9 Data-Maintenance
10 Market-Feed Select/Insert/Update/Delete
11 Trade-Result

Fig. 1. TPC-E benchmark schema and distribution of SQL query data
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using multiple CNN layers to reduce spectrum. The output of this CNN layer is used as
input to the LSTM layer to model the sequence information among features. We can
easily classify the role by mapping the function to a separate space. We also use the
class activation map to identify the SQL query elements that affect the classification.

2 Related Works

In Table 2, there are many researchers to extract features from network packets or
database queries and perform intrusion detection. Intrusion detection systems have
been actively studied in the field of network systems, but these settings are inadequate
for database security. Intrusion detection systems typically have three categories: sta-
tistical modeling, machine learning modeling, and neural network modeling.

Table 2. Related works on intrusion detection system

Category Author Year Data Method Description

Statistical
modeling

Ramachandran
et al. [6]

2017 Database
query

DBSCAN Clustering
using machine
learning

Kumar et al. [7] 2015 TCP/IP
packet

k-means
clustering

Gaussian
similarity
measure

Horng et al. [8] 2011 TCP/IP
packet

Hierarchical
clustering

Feature
selection using
hierarchical
clustering

Machine
learning
modeling

Ronao et al. [9] 2016 Database
query

Random forest Using
weighted
voting and
PCA

Rai et al. [10] 2016 TCP/IP
packet

Decision tree Improving the
performance of
DT

Mulay et al. [11] 2010 TCP/IP
packet

Decision tree Decision tree
and SVM
integrated
model

Neural
network
modeling

Kim et al. [12] 2017 Database
query

Convolutional
neural network

Deep learning
based on
learning
classifier

Qiu et al. [13] 2015 TCP/IP
packet

BP neural
network

BP neural
network
performance
improvement

Devaraju
et al. [14]

2013 TCP/IP
packet

Multi-layer
perceptron

Intrusion
detection using
five classifiers
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Horng et al. proposed intrusion detection system by extracting features from net-
work traffic by combining hierarchical clustering algorithms with classification models
[8]. Statistical modeling is the technique that identifies the characteristics of data with
simple sampling. But as the amount of data should be sufficient, it is difficult to
improve the performance. Mulay et al. performed intrusion detection in the TCP/IP
packet using a model that incorporates a decision tree and SVM [11]. Machine learning
methods can interpret variables that influence database intrusion detection. However,
they make the simple decision boundary. It has the disadvantage of modeling discrete
data rather than continuous data, and structurally converges to local optima, resulting in
low performance. Devaraju and Ramakrishnan also performed intrusion detection in
TCP/IP communication using multi-layer perceptron [14]. Neural network modeling
generates more complex decision boundary than other machine learning techniques.
However, overfitting problem occurs because of the slow learning and the difficulty of
finding optimal parameter values. It is also difficult to model the spatial and temporal
features of TCP/IP packet or database queries.

3 The Proposed CNN-LSTM Neural Networks

In order to learn the CNN-LSTM networks for classifying authority in DBMS, we need
to understand the features of SQL query [15, 16]. Figure 2 shows the CNN-LSTM
intrusion detection architecture for database access control. Input features extracted
from the SQL query are composed of elements (SELECT, FROM, WHERE,
GROUP BY, ORDER BY). We preprocess the clause elements of the SQL query to
create a total of 277 feature vectors. We use the generated feature vectors as inputs to
our proposed CNN-LSTM intrusion detection model. Figure 3 represents an example
of the parsed features extracted from SQL queries.

Fig. 2. The proposed CNN-LSTM intrusion detection structure
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The CNN-LSTM network takes 277 parsed query log feature as input. First, we use
CNN to extract features that have an important effect on role classification in parsed
queries. Equation (1) represents the operation of l, the convolutional network. It con-
sists of several ml�1

1 feature maps. The size of each feature map is ml�1
2 � ml�1

3 . The ith

feature map is represented by Y l
i. B

l
i represents a bias matrix. Kl

i;j represents a filter

connecting the ith feature map of layer l and the jth feature map in layer l� 1. Equa-
tion (2) represents the pooling layer that reduces the size of parsed query. It also
increases computational efficiency. R represents the pooling size and T represents how
much it strides the area. We adjust the settings of pooling according to performance.

yli ¼ Bl
i þ

Xml�1
1

j¼1

Kl
i;j � Y l�1

j ð1Þ

plij ¼ max
r2R

yl�1
i�T þ r;j ð2Þ

The LSTM layer uses memory cells to store the temporal sequence of the query
feature vectors. It utilizes input i, output o and forget f gate to efficiently store SQL
query feature. It also controls the flow of data using hidden state h and cell states c for
storage. Equations (3), (4) and (5) represent equations for calculating LSTM output.
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Fig. 3. An example of extracting parsed query from SQL queries
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Equations (6) and (7) represent the results of the fully connected layer and softmax
operation. We use the softmax to classify the given user’s role. The output of a fully
connected layer is represented by softmax with a value between 0 and 1. L is the last
layer index, L is the activity class probability, and Nc is the number of roles.

dli ¼
X
j

r W l�1
ji hl�1

i

� �þ bl�1
i

� �
ð6Þ

P cjdð Þ ¼ argmaxc2C
exp dL�1wLð ÞPNc
k¼1 exp dL�1wkð Þ ð7Þ

4 Experimental Results

4.1 TPC-E Benchmark Dataset

To evaluate the anomaly query classification in RBAC-based DBMS, we use the TPC-
E benchmark, which simulates the online transaction processing (OLTP) workload. We
have adopted standard transactions that correspond to the 11 roles. Each role consists of
customer, broker, market, and so on. It also contains read-only and read/write trans-
actions. To verify the proposed CNN-LSTM networks, we generated 11,000 SQL
query data for 11 labels. It consists of 33 tables and 191 attributes. The SQL query
vector is preprocessed for anomaly detection.

4.2 Performance Comparison

For the performance evaluation of the classifier, 10-fold cross validation is used. The
proposed method achieves the best performance compared to other machine learning
systems, followed by the random forest, decision tree, and k-nearest neighbor (KNN).
Figure 4 is a box plot showing the accuracy achieved with 10-fold cross validation.

Fig. 4. Comparison of accuracy from 10-fold cross validation
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4.3 Misclassification Data Analysis

The misclassification data are analyzed using the probability density function in Fig. 5.
We select the features that have a large impact on the misclassification and then
compare the probability density functions of the features of the classified data features
with those of the misclassified data. We can see that the probability density is sig-
nificantly different in several intervals of the probability density function. These fea-
tures make it difficult to classify each role.

4.4 Analysis of Influential Variables

We can use the global average pooling layer, and shed light on influential SQL query
variables. We analyze the variables that influenced the intrusion detection. A class
activation map for a particular category indicates the discriminative feature regions
used by the CNN to identify that role category [15]. We use a CNN-LSTM network
and just before the final fully connected layer and softmax layer, we also use global
average pooling on the convolutional feature maps and apply them as SQL query
features. The model focuses on both queryLength and where ClausNum at the same
time when misclassifying role 7 and role 11. The model focuses on tableId and
fieldNum when misclassifying role 6 and role 8. The blue areas in the Fig. 6 represent
variables that are important for role classification.

Fig. 5. Misclassification analysis using the probability density function
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5 Conclusions

This paper proposes CNN-LSTM networks that can classify 11 roles for intrusion
detection for RBAC-administered RDBMS. Our model automatically classifies a large
number of queries to protect against unauthorized user threats. We have found an
optimal architecture through parametric tuning, model comparison experiments and
data analysis. We combine CNN and LSTM to automatically model the complex and
sequential characteristics of database queries. We confirm the characteristics of the
misclassification data using statistical analysis and the classification characteristics
using the class activation map. The CNN-LSTM model classifies and extracts the roles
that could not be distinguished by using the conventional machine learning methods.
However, we have manually optimized the CNN-LSTM neural network. Further
research is needed to automatically find the optimal parameters of the CNN-LSTM
model for intrusion detection.
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