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Abstract. As most organizations and companies depend on the database to
process confidential information, database security has received considerable
attention in recent years. In the database security category, access control is the
selective restriction of access to the system or information only by the autho-
rized user. However, access control is difficult to prevent information leakage by
structured query language (SQL) statements created by internal attackers. In this
paper, we propose a hybrid anomalous query access control system to extract the
features of the access behavior by parsing the query log with the assumption that
the DBA has role-based access control (RBAC) and to detect the database
access anomalies in the features using the particle swarm optimization (PSO)-
based CNN-LSTM network. The CNN hierarchy can extract important features
for role classification in the vector of elements that have converted the SQL
queries, and the LSTM model is suitable for representing the sequential rela-
tionship of SQL query statements. The PSO automatically finds the optimal
CNN-LSTM hyperparameters for access control. Our CNN-LSTM method
achieves nearly perfect access control performance for very similar roles that
were previously difficult to classify and explains important variables that
influence the role classification. Finally, the PSO-based CNN-LSTM networks
outperform other state-of-the-art machine learning techniques in the TPC-E
scenario-based virtual query dataset.

1 Introduction

A relational database management system (RDBMS) is based on a relational model and
often used to store financial records, personnel data, manufacturing and logistics
information [1]. Organizations and enterprises keep critical information in the database
for a long period of time and securely manage data using the consistency, integrity, and
security of the RDBMS [2]. However, as the network has been developed recently, the
risk of exploiting the vulnerability of the database is increasing, and the damage caused
by the leakage of information lowers the productivity of the enterprise [3]. It is also
important to protect the database from unauthorized users, as database corruption can
seriously affect the operation of an organization that owns the infrastructure. An intrusion
detection system (IDS) generally detects abnormal operations in a system. IDS has been
widely applied for the security of host and network systems, but there are not many IDS
studies targeting RDBMS security. Database security should also detect insider threats as
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well as outsider threats. External threats can be solved with existing security technolo-
gies, but insider threats are not clear targets and it is difficult to maintain security due to
various exceptions [4]. It is necessary to develop an IDS that can maintain a high level of
security for RDBMS. The role-based access control (RBAC) is a method of controlling
system access to authorized users in computer system security.

Figure 1 shows the distribution of query length and table number according to the
role of TPC-E query data. We can see the nested distribution between each role through
Fig. 1. We classify and analyze access control roles using benchmark database queries
provided by TPC-E. The Transaction Processing Performance Council (TPC) is a non-
profit corporation founded to define database benchmarks and transaction processing.
TPC-E is one of the TPC benchmarks for simulating brokerage OLTP workloads. This
dataset has 11 roles in total and contains 33 tables and 191 attributes.

Fig. 1. Distribution of TPC-E query data

Fig. 2. Search space according to hyperparameters
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The CNN-LSTM model combining CNN and LSTM for access control increases
the complexity of the neural network. In particular, to improve the performance of
access control, administrators must adjust large hyperparameters. The size of the
hyperparameter space that must be adjusted to classify roles in access control is known
to be at least a billion. Figure 2 conceptually shows the search space according to the
hyper parameters of a general neural network.

It is the first time when PSO-based CNN-LSTM has been designed and trained for
RBAC-based IDS. PSO-based CNN-LSTM detects normal and abnormal behaviors by
learning whether the feature extracted from the SQL query belongs to a specific role or
not. The remainder of this paper is organized as follows. We provide empirical rules
and principles for designing PSO-based CNN-LSTM architectures to better perform
abnormal query classifications that deviate from roles. In Sect. 2, we discuss the related
work on intrusion detection system. Section 3 details the proposed hybrid PSO-CNN-
LSTM network architecture. Section 4 represents experimental results and Sect. 5
concludes the paper.

2 Related Works

In Table 1, many researchers have attempted to extract the features of usage data and
perform anomaly detection for an intrusion detection system, which can be categorized
into four parts: Statistical modeling, rule based modeling, neural network based
modeling, and genetic algorithm based modeling.

Table 1. Related works on intrusion detection system

Category Author Year Data Method Description

Statistical
modeling

Chen
et al. [6]

2016 Database
log

Hidden
Markov
model

State-based HMM
classification

Islam
et al. [7]

2015 Database
query

Hidden
Markov
model

Intrusion detection using
query syntax

Rule based
modeling

Ronao
et al. [8]

2016 Database
query

Random
forest

Using weighted voting
and PCA

Puthran
et al. [9]

2016 TCP/IP
packet

Decision tree Using IDTBS to
improve detection rate

Neural network
based modeling

Dias
et al. [10]

2017 TCP/IP
packet

Artificial
neural
network

Signature based IDS
using ANN

Devikrishna
[11]

2013 TCP/IP
packet

Multi-layer
perceptron

Classification of six
attack types using MLP

Genetic algorithm
based modeling

Ali
et al. [12]

2018 TCP/IP
packet

ANN and
GA

Intrusion detection using
PSO-FLN

Aslahi
et al. [13]

2016 TCP/IP
packet

GA and
SVM

Select feature using GA
algorithm
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Chen et al. performed intrusion detection in the collected database logs using the
hidden Markov model [6]. They applied a statistical method of ordering to detect
advanced attacks in a series of intrusion steps. The proposed anomaly detectionmethod is
suitable for reporting attack phases, predicting ongoing multistep attacks and preventing
further damage to the database. However, since it is based on probability, it is difficult to
improve the generalization performance because each event is affected only in the
immediately preceding stage and is structurally easy to converge to the local optimum.

Ronao and Cho performed intrusion detection using PCA and random forest with
weighted voting [8]. This method uses a weighted voting technique to minimize false
alarm and is fast in terms of access control. This approach has the advantage that the
user can interpret what query patterns affect the intrusion of the relational database.
However, since the continuous variable is treated as a discontinuous value, the pre-
diction error may be large in the vicinity of the boundary point of the separation.

Devikrishna and Ramakrishna performed intrusion detection in TCP/IP commu-
nication using multi-layer perceptron [11]. However, the learning time is slow because
the learning progresses without extracting the characteristics of data, and the overfitting
problem occurs because it is difficult to find the optimal parameters.

Ali et al. performed intrusion detection by adjusting the artificial neural network
using GA [12]. GA finds the optimal weights when the structure of the neural network
is simple [14]. But the optimization performance deteriorates as the neural network
becomes complicated.

3 The Proposed Method

The proposed PSO-based CNN-LSTM is composed of CNN, LSTM, and DNN
layers and connected in a linear structure. Figure 3 shows the architecture for database
access control using the proposed method. CNN-LSTM uses the feature vector extracted

Fig. 3. The proposed PSO-based CNN-LSTM intrusion detection structure
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by separating the SQL query. The complex feature vectors of each role are extracted by
the convolution filters [5]. Features of SQL queries are modeled continuously by the
LSTM layer. The trained model uses the softmax classifier to perform intrusion detection
on test data. We extract feature by separating input SQL query into clause for database
intrusion detection. Features extracted from the query are composed of elements
(VALUE-CTR[], GRPBY-ATTR-DEC[], ORDBY-ATTR-DEC[], SEL-ATTR-DEC[],
PROJ-ATTR-DEC[], PROJ-REL-DEC[], SQL-CMD[]). The PSO finds the optimal
hyperparameter structure while moving the encoded particles. In the parsed feature, we
preprocess a total of 277 function vectors by encoding the number and location.

3.1 Query Log Parsing and Feature Extraction

In the parsed feature, we preprocess a total of 277 function vectors by encoding the
number and location of specific elements in decimal numbers. The generated parsed
query input vector is used as input to the proposed CNN-LSTM model. Figure 4
represents extracting parsed features from SQL queries.

3.2 CNN-LSTM Network

Assume that x ¼ ðx1; x2; � � � ; xnÞ be a parsed query log input vector, n is the number of
SQL query feature vectors. xi is normalized feature values. i is the index of the SQL
query feature, and j is the index of convolution feature map for each role of RBAC. We
use the Eq. (1) to automatically extract the features of the input query. The input value
x0ij represents the parsed query log of the TPC-E dataset. y1ij represents the feature vector
extracted by the convolution layer. The convolution layer is adjusted by the back-
propagation algorithm, the learning process, of the convolution layer. Also, M repre-
sents the size of the filter for the convolution operation and b0j represents the bias for

the jth feature map. We use the max pooling layer to reduce the size of the feature
vector y1ij of the SQL query. This layer reduces the complexity of the feature vector y1ij

Fig. 4. Extracting parsed features from SQL queries
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to reduce the amount of computation. It also effectively reduces the feature size
independently for each feature map. Equation (2) represents the operation of the max
pooling layer.

ylij ¼ rðbl�1
j þ

X

M

m¼1

Wl�1
m;j x

l�1
iþm�1;jÞ ð1Þ

plij ¼ max
r2R

yl�1
i�T þ r;j ð2Þ

In CNN-LSTM, the LSTM layer uses recursive memory cells to store sequential
information about SQL feature vectors. By learning SQL feature vectors using the
LSTM layer, we can use sequential information to improve performance. The LSTM
unit consists of input, output, and forget gates. The LSTM cell updates ht, which is a
hidden value according to the input feature, at each time step t.

it ¼ r Wpipt þWhiht�1 þWci � ct�1 þ bi
� � ð3Þ

ft ¼ rðWpf pt þWhf ht�1 þWcf � ct�1 þ bf Þ ð4Þ

ot ¼ rðWpopt þWhoht�1 þWco � ct þ boÞ ð5Þ

ct ¼ ft � ct�1 þ it � rðWpcpt þWhcht�1 þ bcÞ ð6Þ

ht ¼ ot � rðctÞ ð7Þ

it in Eq. (3) represents an operation by the input gate. ft in Eq. (4) represents the
operation by the forgetting gate. ot in Eq. (5) represents the operation by the output
gate. Equation (6) represents the state value c of the cell included in the LSTM.
Equation (7) represents h, the hidden value of LSTM. Each value is determined by the
input, output, and output by the forgetting gate. W denotes a weight matrix, b denotes a
bias vector, and � denotes a Hadamard multiplication. r. is an activation function such
as tanh for nonlinear decision boundary. Modeling sequential information of SQL
queries using LSTM cells provides outperformance and provides superior classification
results in access control.

3.3 Particle Swarm Optimization

In this paper, we apply the PSO algorithm that automatically searches hyper parameter
space of complex CNN-LSTM network. Applying evolutionary design to machine
learning and neural networks has great impact as an optimization tool [15]. We create
chromosomes by 8-bits binary encoding each hyperparameter. Each chromosome is
represented as a particle by the PSO algorithm. The PSO algorithm updates the motion
of the particle. We created a 32-bits chromosome by setting the kernel size, units of
LSTM, and the output size of the fully connected layer as hyperparameter. We move
particles in a direction that enhances access control performance. The movement of
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particles is affected by the recording of past particles. The velocity of the particles at
each iteration is updated by the operation of Eq. (8).

vi tþ 1ð Þ ¼ ðc1 � randðÞ � ðpbesti � pi tð ÞÞÞ
þ c2 � randðÞ � ðpgbest � pi tð ÞÞÞ
þ vi tð Þ

ð8Þ

In Eq. (8), vi tþ 1ð Þ represents the new velocity updated by the PSO algorithm for
the ith particle. c1 and c2 represent weighting coefficients for the individual maximum
and global optimal positions in the group of particles, respectively. pi tð Þ represents the
position of the ith particle at time t. pbesti represents the optimal position of the ith
particle. pbestg represents the global optimal location. The position of the particle is
updated using Eq. (9). The update Eq. (9) takes into account the most suitable location
at time t near the region of the particle (Fig. 5).

pi tþ 1ð Þ ¼ pi tð Þþ vi tð Þ: ð9Þ

4 Experiments

4.1 Dataset

In this paper, we have experimented the TPC-E database benchmark dataset. It is
generated using the RBAC schema, which simulates the online transaction processing
(OLTP) workload of the brokerage company provided by the TPC [8]. To verify the
proposed CNN-LSTM intrusion detection system, we generated 1000 data for each of
the eleven roles. Each role is composed of customer, broker, market and so on. The
TPC-E dataset consists of read/write and read-only transactions. We separate the query
by clause to extract the feature vector from the SQL query. Each feature value rep-
resents the number of specific elements in the query clause, and encodes the position of
the element in decimal number to generate a total of 277 features. To test the proposed
method, 11 labels were added to 11,000 data. Since the input values of the PSN-based
CNN-LSTM are between 0 and 1, the feature vector is preprocessed to classify roles in
access control. X is the decimal encoding value before preprocessing, and Xʹ represents
the normalized value.

Fig. 5. Chromosome representation of hyperparameters
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4.2 Performance Comparison with Other Machine Learning Systems

We experimented the proposed PSO-based CNN-LSTM and the conventional machine
learning method using 10-fold cross validation. We optimized the existing machine
learning method for performance comparison. The proposed PSO-based CNN-LSTM
achieved the highest performance in the role classification for access control. The
proposed access control system has a performance improvement of about 10% com-
pared to the conventional machine learning method (Fig. 6).

4.3 PSO-Based CNN-LSTM Performance Evaluation by Generation

We measure the fitness value of each generation to see if the PSO technique influences
the optimization of the CNN-LSTM method. We performed about 100 iterations for the
experiment. As a result of the experiment, the chromosome encoding the hyperpa-
rameter of CNN-LSTM was optimized by the PSO technique. Although the fitness
value tended to decrease in the initial generation, the fitness value increases with the
generation (Fig. 7).

Fig. 6. Comparison of accuracy from 10-fold cross-validation

Fig. 7. Fitness value per generation

130 T.-Y. Kim and S.-B. Cho



4.4 Cluster Analysis Through t-SNE

Figure 8 shows the output by t-SNE, a technique to visualize each query log data of
TPC-E through dimension reduction. t-SNE shows the result of classification of the last
fully connected layer of PSO-based CNN-LSTM. We show the last complete con-
nection layer of CNN and PSO-based CNN-LSTM. We can confirm that the intrusion
detection of PSO-based CNN-LSTM is performed better than CNN through Fig. 8.
CNN and PSO-based CNN-LSTM tend to misclassify role 8 as role 6 in common.
While CNN has classified the roles of 11 and 10 as inappropriate, PSO-based CNN-
LSTM shows a tendency to misclassify role 6 as 8.

5 Conclusion

We propose PSO-based CNN-LSTM model for robust and efficient intrusion detection
for RBAC-administered relational database. Our model allows a DBMS to parse a large
number of queries to quickly and accurately classify unauthorized queries to protect
against insider threats. We optimized the hyperparameters of CNN-LSTM using PSO.
We have also shown its usefulness by comparing the proposed method with conven-
tional machine learning methods. The proposed method models the complex patterns of
database queries and the sequence of features. It has achieved high classification per-
formance for TPC-E datasets with eleven roles, and also handles uneven database
query access well. Through the t-SNE analysis, we have identified the characteristics of
the data that the proposed method failed to properly classify. In order to verify the
practical usefulness of the proposed system, the actual SQL query should be collected
from the data server. We also need to collect large amounts of data to demonstrate the
effectiveness of intrusion detection systems.

Fig. 8. The visualization from the last fully connected layer by t-SNE
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