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Abstract. The cyberbullying is becoming a significant social issue, in pro-
portion to the proliferation of Social Network Service (SNS). The cyberbullying
commentaries can be categorized into syntactic and semantic subsets. In this
paper, we propose an ensemble method of the two deep learning models: One is
character-level CNN which captures low-level syntactic information from the
sequence of characters and is robust to noise using the transfer learning. The
other is word-level LRCN which captures high-level semantic information from
the sequence of words, complementing the CNN model. Empirical results show
that the performance of the ensemble method is significantly enhanced, out-
performing the state-of-the-art methods for detecting cyberbullying comment.
The model is analyzed by t-SNE algorithm to investigate the mutually coop-
erative relations between syntactic and semantic models.

1 Introduction

Though the original purpose of Social Network Service (SNS) was to help people to
communicate, SNS provides a rich medium exposed to verbal violence [1]. The term
“cyberbullying” defined as the repeated injurious use of harassing, insulting or
attacking to someone, is becoming severe social issues [2]. According to statistics,
close to 25% of parents reported whose child had been involved in a cyberbullying
incident [3], and 43% of teenagers in the USA alone were subjected to cyberbullying at
some point [4]. Classifying task whether the SNS comment is cyberbullying can be a
partial solution to prevent such social problems since the cyberbullying on SNS is
mainly in the form of comments.

Detecting cyberbullying using traditional machine learning methods seems insuf-
ficient to identify and handle a cyberbullying, since these conventional methods are
monotonous to model the variation of natural language. Complicated metaphors,
polysemy, sarcasm and neologism is a well-known technical barrier in the field of
Natural Language Processing (NLP).

In this paper, we propose an ensemble model based on deep learning approach to
classify if the comments belong to cyberbullying. One of the components implemented
to model the syntactics of the cyberbullying comments is character-level convolutional
neural network (CNN) with knowledge-transfer. The CNN is the most successful
model among the deep learning architectures and robust to signal-level noise via
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convolution and pooling operations [5]. The other component is implemented to model
the semantics of the cyberbullying comments using word-embedding and long-term
recurrent convolutional networks (LRCN). The spatial and temporal features of
cyberbullying comments are modeled with convolution-pooling operations and LSTM
cells, after the word vectors are extracted. The word-embedding algorithm that captures
the continuous vector representations based on frequency is used to map each word to
semantic space [6]. Our ensemble model achieved the best classification accuracy
compared to other machine learning classifiers including deep learning classifiers.

2 Related Works

Sentimental analysis, one of the primary tasks in NLP, is about classifying the polarity
of document or sentence. The problem of identifying comments whether it is belonged
to cyberbullying is also the subset of sentiment analysis.

For early work in sentiment analysis, Turney et al. applied PMI-IR algorithm to
estimate the semantic orientation of movie review dataset [7]. The algorithm compares
semantic differences between words: it calculates semantic orientation using predefined
good/bad word vocabulary [8]. Though the results showed the PMI-IR algorithm
outperforms human-produced baselines, still there is a limitation that person manually
selects a feature for classification.

From the mid-2000s, term frequency-inverse document frequency (TF-IDF)
solidified as a measurement of a feature extracted from the text. TF-IDF is a statistical
method of measuring how important a word is in the document. Yun-tao et al.
improved TF-IDF approach using confidence, support, and characteristic words to
enhance the performance in sentiment analysis [9]. Forman et al. also developed
TF-IDF method using bi-normal separation (BNS), which shows substantially better
performance in ranking words for feature selection filtering [10]. Though the TF-IDF
measurement is useful to represent documents, it is not enough to implement in
comment classification since TF-IDF approach ignores the order of words, so that
information loss occurs.

To deal with metaphors, polysemy, sarcasm and neologism in the commentary, we
considered ordering of words. LeCun et al. regarded the language as a signal with no
difference from any other kind, and by applying CNN on the sequence of the char-
acters, they achieved state-of-the-art performance in text classification task [5]. Moti-
vated by [5], we enhance the noise robustness by using knowledge-transfer. Table 1
shows the summary of conventional methods.

Table 1. Related works for sentiment analysis and text classification

Author Method Description

Turney [7] PMI-IR Compare the semantic orientation using predefined keywords
Pang [8] NB, SVM Extract features using predefined bag-of-words
Yun [9] TF-IDF Improved TF-IDF approach using characteristic words
Forman [10] TF-IDF Improved TF-IDF approach using BNS
Zhang [5] CNN Treat text as a kind of raw signal at character level
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3 The Proposed System

In this section, we present the hybrid deep learning architecture and the two main
components: Character-level CNN and word-level LRCN. Each of deep neural net-
works models the syntactics and semantics from natural language to classify the
cyberbullying comments and has complementary relation.

3.1 Hybrid Deep Networks

We categorize cyberbullying comments into syntactic and semantic, inspired by the
way of dividing the field of NLP [11]. The syntactic cyberbullying is the kind of
violence based on the particular slang, which is relatively easy to detect using domain
knowledge. The semantic cyberbullying, however, is difficult to find hidden meanings
since it consists of complex metaphors.

The syntactic and semantic information of cyberbullying is inherent in the sequence
of characters or words. On the one hand, the syntactics of cyberbullying consists of
particular slangs and neologism modeled as low-level signals from the character
sequence. The neologism of slangs, for example, using the word ‘fu<k’ instead of
‘fuck’ is the noise of original signal. On the other hand, the semantics of cyberbullying
modeled as high-level signals from the sequence of word vectors. We use
word-embedding algorithm to extract vector representation of each word based on its
frequency, to keep the statistical correlation between words [12].

We use CNN and long short-term memory (LSTM) for learning the features from
the sequence of characters and word vectors, respectively. The two deep learning
models are combined through an ensemble technique, while maintaining comple-
mentary relationships from syntactic and semantic aspects of language. Figure 1 shows
the proposed hybrid architecture of two deep learning classifiers and an ensemble
method.

Each model outputs the continuous value ŷ through sigmoid activation function r
as follows:

ŷl ¼ wl�1
i r pl�1

i

� �þ bi
� � ð1Þ

where l is the depth of the model, wl�1
i is the weight between the i th node from the

l� 1 th layer and output node from last layer, pl�1 is flattened feature vectors from
previous layers and bi is the bias term.

The outputs from the mth model ŷm, which has a value between 0 to 1, is more
likely as cyberbullying if the value is close to 1. We calculate the arithmetic mean of
the outputs from each of M models after converted each of the outputs in the log-scale
score s to emphasize the role of each model:

s ¼ 1
M

X
m

log ŷm þ 1ð Þ ð2Þ
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3.2 Character-Level CNN and Knowledge Transfer

CNN is one of the successful deep learning architectures and achieved the best per-
formance in image and pattern classification tasks. Reducing the spectral variations and
modeling spectral correlations with local connectivity [13], convolution and pooling
operations are known to be robust to noise. Hence, CNN suits for modeling the
neologisms of cyberbullying comments.

We encode each character from comments by replacing each alphabet 1-of-m
predefined integers. 26 alphabets, 10 numbers and 35 other characters including
whitespace character are encoded as shown in Fig. 2. Since the predefined maximum
length of comment is 225, we have cropped out exceeding characters. Any characters
that are not included in predefined 71 characters are replaced with whitespace char-
acter. The dimensionality of input vector for CNN is N; 225; 71ð Þ after the encoding
process.

Fig. 1. Hybrid architecture of deep neural networks which captures character-level and
word-level features from comments
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Given input vector xi, the output clxy from the l th convolutional layer of our CNN

performs the convolution operation with the output of last layer yl�1, using m� m sized
filter w:

clxy ¼
Xm�1

a¼0

Xm�1

b¼0
waby

l�1
xþ að Þ yþ bð Þ ð3Þ

The summary statistics of nearby outputs is derived from cl�1 by max-pooling
operation [14]. The output plxy from the l th pooling layer performs the max-pooling
operations under k � k sized area with pooling stride s:

plxy ¼ max cl�1
xy�s ð4Þ

The character-level CNN is implemented with six couples of convolution-pooling
modules, with 32-32-64-128-256-512 of 2� 2 convolution filter and pooling size, to
verify the modeling performance of various neologisms of natural languages with
practical complexity. The 512-64-1 sized fully-connected layer is stacked over
convolution-pooling modules to classify the cyberbullying.

Since the main purpose of character-level CNN is capturing the syntactic feature of
cyberbullying, it can be expected that classification performance can be enhanced by
pre-training of the domain knowledge such as known slangs. Knowledge-transfer, as
known as transfer-learning, has main advantage in reusing previously learned feature
distribution [15].

The pseudo-badword dataset is generated for constructing a classifier which has a
strong resistance to noise. The 550 instances of Google-bad-words, a list of bad words
banned by Google, were randomly inserted after being mapped random integer
between 0 to 70 instead of each character. The word from Google-bad-words was
chosen to keep the distributed features closed to cyberbullying domain. As a result, 200
thousands of uniformly distributed pseudo-badword dataset is generated. The virtual
data generated to ensure the noise robustness of the CNN is pre-trained before the real
dataset is learned.

3.3 Word-Level LRCN and Word-Embedding

Character-level CNN explained above gets mostly syntactic information rather than
semantic one. To learn semantics, we train the word-level LRCN after embedding the
word as a vector using skip-gram. The spatial and temporal features from the sequence
of word vectors are modeled using convolution-pooling modules and LSTM [16].

In skip-gram approach, the word-embedding algorithm generates several input-
output pairs of words extracted by windows whose size is C. The pairs are consisted of

Fig. 2. 71 characters to be encoded as integer, including 26 alphabets, 10 numbers and 35 other
characters including whitespace character
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one input word w and 2 � C surrounding words as context. The set of context words
given w is C wð Þ and D is the set of all words and parameter hw is defined as (5) and
optimized as (6):

p cjw; hwð Þ ¼ evc�vwP
c02C ev

0
c�vw

ð5Þ

argmaxhw
X
w;cð Þ2D

log pðcjwÞ ¼
X
w;cð Þ2D

log evc�vw � log
X
c0

evc0 �vw
 !

ð6Þ

Skip-gram model updates its hidden matrix with predicting context words given a
target word that is represented as one-hot encoded vector product weight matrix [17].
We apply the LSTM layers to model the temporal features from the sequence of word
vectors [18], after applying the convolution-pooling operations to model the spatial
features. LSTM makes a mapping of temporal relation between an input sequence
x1; . . .; xTð Þ and an output sequence y1; . . .; yTð Þ by calculating iteratively the unit
activations using the following equations from t ¼ 1 to T:

it ¼ r wixxt þwimmt�1 þwicCt�1 þ bið Þ
ft ¼ r wfxxt þwfmmt�1 þwfcCt�1 þ bf

� �
ct ¼ ft � ct�1 þ it � g wcxxt þwcmmt�1 þ bf

� �
ot ¼ r woxxt þwommt�1 þwocCt þ boð Þ
mt ¼ ot � h ctð Þ
yt ¼ p wymmt þ by

� �
ð7Þ

where w denotes weight matrix, b is biased vector, and r is the sigmoid function.
Parameter i is input gate, o is the output gate, and f is the forget gate. C is an activation
vector of a single LSTM cell, � is the element-wise product of the vectors. Parameter g
and h are activation functions of cell input and cell output, respectively, and p is the
overall output activation function.

4 Experiments

In this section, we explain the dataset and detailed implementation of our architecture
and experimental results. We also show how hybrid architecture performs in accor-
dance with different hyper-parameters. For the fairness of evaluation, 10-fold cross
validation was conducted.

4.1 Dataset and Experimental Setup

To verify the classification performance of cyberbullying comments, we used the dataset
released in September 2012 by Kaggle, the popular data science competition portal. The
dataset contains in total 8,815 comments which are binary labeled as 0 (neutral) and
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1 (cyberbullying). Only a total of 2,818 comments are labeled as cyberbullying, which
reveals the class imbalance problem in cyberbullying classification task.

We adjusted the depth of each network experimentally to avoid the over-fitting or
degradation problem using training dataset [19]. At the top of the transfer CNN,
512-128-2 sized fully-connected layer is stacked to classify whether the input vector
contains the encoded slangs. The fully-connected layer is removed before we overwrite
the weights with training dataset using knowledge-transfer methods.

The proposed hybrid architecture of character-level CNN and word-level LRCN is
implemented with Tensorflow that is a very efficient platform for matrix multiplication
using GPU [20]. We used four NVIDIA GTX 1080 servers to facilitate a large number
of CNN and LRCN prototypes.

4.2 Results

To verify and compare the proposed hybrid architecture with V. Sharma et al., which
performed best in the Kaggle cyberbullying classification competition held in 2012, we
calculated the ROC curve and AUC in Fig. 3. Compared to 0.8424, which was the
highest AUC record at competition, the word-level LRCN alone outperforms the
state-of-the-art methods with 0.8639. Moreover, the proposed hybrid classifier recorded
0.8854. Classification accuracy of the proposed hybrid classifier is 87.22% which is the
best accuracy among conventional machine learning methods including deep learning
methods. For the fairness of evaluation, we conducted 10-fold cross validation and
visualized the box-plot in Fig. 4. The single CNN and LRCN achieved 85.41% and
85.73% respectively, which is not a significant improvement compared to random
forest methods. However, the improvement of 2% accuracy shows the complementary
characteristics of character-level CNN and word-level LRCN.

Fig. 3. The comparison of ROC-curve and AUC with the deep learning methods
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For more accurate analysis of the model, confusion matrix was analyzed in Table 2.
The sensitivity and precision of the hybrid model are 0.5932 and 0.7081. The sensi-
tivity, which seems to have declined compared to precision, has been caused by class
imbalance problem.

In Fig. 5, the activation function values before the output layer of the
character-level CNN and word-level LRCN are mapped in 2-dimensional space using
the t-SNE dimension reduction algorithm [21]. Each point refers to one comment. On
the right side of the figure, the comments with slangs and syntactics are clustered by
character-level CNN. The comments with metaphors and semantics are clustered in the
bottom of the figure by word-level LRCN.

Fig. 4. The comparison of 10-CV classification accuracy with conventional machine learning
methods

Table 2. The confusion matrix analysis of hybrid deep networks

Predicted

Actual Cyberbullying Neutral
Cyberbullying 245 168
Neutral 101 897

Fig. 5. Visualization of activation values of CNN and LRCN using t-SNE algorithm
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The case analysis of CNN and LRCN are shown in Table 3. Each model has its
own advantages depending on the implementation method. The character-level CNN,
which captures the low-level syntactics from sequence of characters, showed advan-
tages in classification based on syntactics and disadvantages on semantics. On the
contrary, the word-level LRCN, which captures the high-level semantics from
sequence of words, showed advantages on semantics. The case that is misclassified in
both models is also hard to judge by the human, and can be thought of as the noise of
the dataset.

In order to enhance CNN, we used the knowledge-transfer method. To verify if the
knowledge-transfer method is used properly, we applied the method to the
convolution-pooling modules and compared the performance in Fig. 6. T6 is applied
the knowledge-transfer method to all 6 convolution-pooling modules, T1 is applied to
one module and naïve is not applied. The best performance was achieved when
knowledge-transfer methods were applied to all modules.

Table 3. Case analysis of CNN and LRCN: Advantages and misclassified cases

Class Commentary CNN
score

LRCN
score

CNN
Advantages

1 You are just wonderful and stupid 0.9795 0.2203
0 Would probably be cheaper just to legally

change you name
0.0032 0.6326

LRCN
Advantages

1 Why did your parents wish you were
adopted

0.4415 0.8978

1 If it were your mom sister and wife it would
be only one person

0.1833 0.6870

Misclassified 1 You’re a real bore ya know it 0.1428 0.3398
1 We will bury you in November parasites 0.0092 0.0363

Fig. 6. CNN performance per number of knowledge-transferred modules
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The LRCN model has many hyper-parameters, such as the embedding dimension
and the highest frequency word used for embedding, in a serially connected with
skip-gram model. In order to verify if the LRCN has been properly trained, we con-
ducted grid-manner repetitive experiments in Fig. 7. Experiments were performed on
the training data and achieved the best performance with 400-dimensional 3,500 most
common words.

5 Conclusions

In this paper, we propose a hybrid architecture of character-level CNN and word-level
LRCN, which model syntactics and semantics of cyberbullying comments. Experi-
mental results have shown that the proposed hybrid deep networks outperformed other
machine learning methods including the state-of-the-art methods. The performance of
each deep network is enhanced with knowledge-transfer and word-embedding
methods.

Future work will include a further study of efficient ensemble method, compared to
current method of averaging the outputs in a log-scale. In order to improve the com-
plementary characteristics of each model, it is necessary to develop several models that
are more subdivided than syntactic and semantic categories. The improvement of
preprocessing steps is another issue to explore. We cropped and padded the comments
with variable length to fix the length so that it can be used in deep neural networks. The
performance of the hybrid deep networks can be improved by reducing the information
loss in the preprocessing step.
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Fig. 7. Grid-manner repetitive experiments of LRCN hyper-parameters
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