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1. INTRODUCTION

The semiconductor drives a technology and capital 
intensive high value-added industry. Many 
semiconductor vendors invest and study in the 
production technology field to maintain their 
manufacturing competitiveness. Most of the 
manufacturing process is mostly automated. For 
memory factories, more than 99% are automated. A 
large-scale automation system like a semiconductor line 
is composed of a multi-agent system. Each agent carries 
out only a given role with autonomy. Therefore, even if 
an abnormality occurs, huge accident can happen by the 
anomalies. For quality control, it is also necessary to 
detect this abnormality promptly and take necessary 
measures, but the system complexity is so high that the 
process manager has a limitation in monitoring 
abnormality indications [10-11]. 
In order to solve these problems, this paper proposes 

an agent-based system to monitor process flow in 
semiconductor manufacturing process to detect 
abnormaly. In an environment to simulate the 
production line of a semiconductor line, the agent 
monitors the process flow and detects the abnormal flow 
so that the problem situation can be recognized quickly. 
 This paper is organized follows. Section 2 describes 
the related research. Section 3 defines the production 
system simulator and input / output data in this 
environment. Section 4 describes the proposed method, 
the agent structure, and the internal modules. Section 5 
is the experiment and Section 6 is the conclusion. 

2. RELATED WORKS
It is important to detect anomalies in automation 

domains such as semiconductors, as well as in other 
domains. There have been studies to detect network 
intrusions [3], malfunctions, malicious code detection 
[4,5,6], health insurance fraud [7], and telephone fraud 
[8,9]. 

 Anomalies in these domains have been defined as 
unusual events, such as revealing suspicious behavior or 
side effects. In the detection of an anomaly in the 
network domain, a structure of indicating the state of the 
corresponding network is created at each given time, 
and the abnormality is checked by comparing with the 
previous state. This is based on the assumption that the 
state will remain the same as the anomaly does not 
occur because the network maintains the same traffic as 
before [1,2]. 

 However, in the case of an automation domain, it is 
possible to produce different products in the same 
facility by operating several objects in various facilities. 
If a quantity change occurs in a factory product, the 
actual production amount and the resulting data from 
the change may occur. In such a domain, the anomaly 
detection technique applied to the above network 
domain can’t be applied as it is. 

 Semiconductor manufacturing is one of the most 
complex and technologically advanced manufacturing 
processes. This process typically consists of more than 
500 steps. Every step of the semiconductor 
manufacturing process within the fab is monitored and a 
huge amount of data is generated. Real-time production 
monitoring is possible, but the amount of data generated 
is too large to detect production defects timely[10]. 

In semiconductor manufacturing, production is based 
on wafers (25 wafers = 1 lot) where wafers organized 
into lots. The goodness of the production process is 
evaluated by measuring one or more parameters on the 
wafer (in the case of a diffusion process, the thickness 
of the deposited material). Such measurements are 
costly and time-consuming and usually only make 
measurements on small parts of a wafer belonging to the 
same lot, usually only on a single wafer or completely 
skip the measuring step. Thus, information about the 
goodness of the wafer that is not evaluated over the lot 
is missing. This raises difficulties in detecting 
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fluctuations in production. 
Although statistical process control was adopted in 

most of wafer fabrication facilities, automatic process 
control was not fully implemented for the following 
reasons[12]: 
● Field measurements of critical process variables are 

almost impossible. 
● Process understanding is so poor that it is difficult to 

determine which variables should be included in the 
control system. 

● Measurements are rarely used to automatically 
adjust process recipes. 

● With less than 20 nm, the product specifications are 
very strict and exceed the limits of measurement 
technology. 

 
3. PRODUCTION SYSTEM SIMULATOR 

We have developed an automated production system 
for our simulation like other current commercially 
available manufacturing execution system, where 
system tracks each wafer and determines where it has 
been and where the wafer needs to go. It consists of 
several agents and has database structure in 
semiconductor manufacturing and method. The data 
generated there will verify the validity of the proposed 
method. 
3.1 Simulator structure 

The automated production system simulator has a 
multi agent system structure, where each agent plays a 
given role and can communicate with other agents. 
 

 
Fig. 1 Simulator 

 

3.2 Agents’s roles 
The roles for agents in the simulator are as follows. 

● Scheduler agent: Keeping the DB connection, it 
checks the production plan, and puts in the lot. Upon 
reception via the message bus, the state of the 
corresponding lot is checked, and appropriate 
facilities to proceed are assigned (Dispatch). 

● Operator agent: It allows the lot to proceed from the 
facility. When a message is received from the 
scheduler agent, it checks the status and manages Lot 
progress and saves all the data to related tables. 

● Eqp agent: In order to manage the equipment, it 

periodically checks the status of the equipment in the 
lot and sends a message to the operator agent when 
the process time expires. 

● Broker agent: If it is necessary to deliver the same 
message to multiple agents, it distributes the message 
and redeliver it. 

● Logger: It receives all messages and stores them in a 
file in real time. If an error occurs and a trace is 
needed, the cause can be found using DB and this 
message log file. 

 

3.3 Schema 
 The DB schema of lot, facility, process plan, and so on 
is as follows: 

 
Fig. 2 Simulator ER diagram 

  
● SC_LOT: It stores lot information and provides 

information like lot steps. 
● SC_LOT_WAFER: Wafer information is stored 

and has 1: N relation with SC_LOT. 
● SC_LOT_PROP: It stores the attribute information 

of the lot, and has a relationship of 1: N with 
SC_LOT. 

● SC_TRANSACTION: It stores the history 
information of the lot, and all history remains in 
this table. 

● PRODUCT: It includes product information and 
process planning information to produce the 
product. 

● SC_PLAN: It stores the process plan and defines 
the relationship between processes (= STEP). 

● STEP: It defines information for each process. 
● EQUIPMENT: It stores equipment information and 

defines the relationship between equipment.  
 
3.4 Input data  
In the table schema above, the following input data 

were selected. In this simulation environment, the 
agents operate and generate various data, which will 
detect abnormality with the historical data of the Lot 
being produced. This data remains in sc_transaction and 
can be obtained through joins from other tables. 
 

Table 1 Input Data 
Field Description 
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TXNTIMESTAMP 
Timestamp of transaction in 
YYYYMMDD HHMMSSTTT 
format 

TXNSEQUENCE Unique system identifier assigned 
by the system 

LOTID 
User-defined lot identifier. This 
value comes from the lotid field 
in the SC_Lot table 

WAFERID 

User-defined wafer identifier. 
This value comes from the 
Waferid field in the 
SC_Lot_Wafer table 

ACTIVITY Describes type of transaction, for 
example,TrackIn,TrackOut

PROCESSID Top plan identifier for the lot 

STEPSEQ Step where a TrackIn transaction 
occurred

INLOCATION 
Location where the lot was 
tracked in to a step (TrackIn, 
TrackOut) 

USERID Operator identifier of user who 
executed this transaction 

RECIPE 
Name of the recipe associated 
with the node this process spec 
extends

LAYERID Layer where the step associated 

AREANAME Process progress location name 

EQPTYPE Process type of equipment 

 
4. ABNORMAL FLOW DETECTION 

We develop a predictive model from the history of 
each object in the factory to determine the state of the 
automation plant and use this model to predict how each 
object in the current plant will work. This result will be 
actually compared with each object operation to detect 
an abnormality. 
The agent that detects the abnormality is divided into 

two modules as shown Fig. 3. It is an activity prediction 
model and anomaly detector that predicts actions that 
can occur in one state. This should precede data 
preprocessing. 

 
Fig. 3 Detection agent 

 
4.1 Data preprocessing 
We converts the input data defined previously into a 

form that can be learned. This is the change of the above 
input data from the history sequence in time to the 

feature and the label format. We define LAYERID, 
AREANAME, and EQPTYPE as a feature set, assign a 
unique number, define it as a feature, assign a unique 
number to each activity, and define it as a label. 
 

Table 2 Feature Preprocessing 
STEP
-SEQ

LAYER
-ID

AREA 
-NAME 

EQP 
-TYPE 

VALUE

A100 1 PHOTO EQP1 19
A110 1 IMP EQP2 20
A120 1 ETCH EQP3 21
A130 1 DIFF EQP4 22

 
Table 3 Activity Preprocessing 

Activity VALUE 
Sample 1 

Reprocess 2 

TrackIn 3 

TrackOut 4 

Created 5 

Next 6 

Finished 7 

Return 8 

 
4.2 Activity prediction 
The activity prediction model predicts the next activity 

from the individual lot process history. We used the 
Multiplayer perceptron (MLP) as the model because it 
could be changed the model with just the application of 
new data in process change. Although many models 
related to sequence prediction presuppose the Markov 
assumption, the MLP is appropriate because the 
prediction process should be able to consider the entire 
process history because the initial process affects the 
end process. In addition, we have excluded the CNN 
because it can’t assume that the relationship between 
activities adjacent to the hysteresis in the semiconductor 
manufacturing process is special. 
 

 
Fig. 4 An example of a activity prediction model 

learning and usage 
 

The input of this model is defined as the sequence of 
VALUE through feature preprocessing as defined above. 
In the simulation environment, the max sequence 
number is 150, and the output class is defined as 8, 
which is the number of possible actions in the current 
state. Output is the probability of possible activity, and 
the activity with the greatest probability is selected. 
 

4.3 Graph Generation 
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 In the graph builder module, which is an internal 
module, the history is input as follows, and each chart is 
generated by each lot history. The Lot in which the 
change point occurred between the latest Δt in the 
input data is obtained, which is separated by the lot. The 
separated lot is represented by each graph, and  
G(Input(h+Δt; lot1)), G(Input(h+Δt; lot2)) and 
G(Input(h+Δt; lot3)) are obtained. This is a graph 
representing the state of the lot during h + Δt time. 

 

Fig. 5 An example of graph generation 
 

 

Algorithm 1 shows generating a graph from input data. 
The graph is generated from the input data up to h and 
the graph is generated by the activity prediction model 
during Δt. For the lot 1, 2, and 3, the prediction graph is 
M (h, lot1), M (h, lot2), and M (h, lot3) respectively. 

 

Algorithm 2 shows generally a model graph from input 
data. First, a graph is generated with input data up to h, 
and a graph is generated during Δt through an activity 
prediction model. 
Then, the graph merger module merges the generated 

graphs to generate one graph. In fact, the history for one 
lot is a sequential graph, but if you combine multiple 
historical graphs, the data structure becomes a 
relationship between states. 

 
Fig. 6 Graph Merge 

 

 

Algorithm 3 shows merging individual graphs generated 
by lot as follows. Model graphs are merged in the same 
way. 
G(h+Δt) = G(h+Δt; lot1) + G(h+Δt; lot2)+G(h+Δt; lot3) 
M(h) = M(h; lot1) + M(h; lot2) + M(h; lot3) 

Looking at this graph, the states determined as 
abnormal are defined as PROCESSID and STEPSEQ, 
and the edges are defined as ACTIVITY that connects 
the states defined as above. The following is a graph of 
how the lot proceeds. 

 
Fig. 7 Process history shown in graph 

 

2018

연세대학교 | IP: 165.***.105.164 | Accessed 2017/12/27 17:59(KST)



At 130, we move to 130S state by doing sample action, 
and reprocess at 130S and move to 130R.  The state 
that is judged as abnormal is defined as the output. The 
anomaly is the out going state from which the edge 
defined above is started. The actual graph generates this 
graph from the process history, and the prediction graph 
is generated from the activity prediction model. 

 
4.4 Anomaly detection 
It is a module to judge whether there is an abnormality 

at every Δt interval in the short term. A predictive graph 
and a measured graph are generated from the data 
defined by the input data. The two graphs are compared 
and the difference is produced a single scalar value. If 
the output scalar value exceeds a certain threshold, it is 
judged as abnormal, and the node generated the edge 
with the increased value becomes the error occurrence 
position. 

 
Fig. 8 The generated prediction graph and the actual 

graph 

 

 Algorithm 4 shows abnormal detection. As described 
above, the abnormality detection compares the graph 
and calculates the next value, and judges the 
abnormality when the value exceeds the predetermined 
threshold. E is the set of edges of the predicted graph, 
and E’ is the set of measured graph edges. E-E’ and 
E’-E are empty if the simulation environment operates 
the same as the model, but a new action will be 
generated if any other anomaly occurs. 

 We define the anomaly detection index as above 
because it is the same action but the probability is 
different and the newly generated action should be 

proceeded. 
 There are hyper parameter used here : α, β, γ, 

which is reflection ratios of each area (E∩E’, E-E', 
E'-E). When a new product is introduced, since the ratio 
of E'-E will be high, the reflection ratio of this area can 
be set to hyper parameter. 

  
5. EXPERIMENT 

5.1 Process plan data 
We define the experimental data for the experiment. It 

is lot process plan and equipment. Process plan defines 
two D-RAM products and two flash products as follows, 
and 113 steps for generating the product. 
 

Table 4 Process Plan 
Product ProcessId Step Count
D-RAM#1 SDVH 113
D-RAM#2 SDVG 113
FLASH#1 SFVC 113
FLASH#2 SFVD 113
 

 Facilities were defined for each area. Photo is defined 
twice as much as other area because there are many 
samples and rework, and DIFF is also defined twice as 
including CVD. 

Table 5 Each Process Plan. 
Equipment's Area Count 
CLN 19 
CMP 19 
DIFF 38 
ETCH 19 
IMP 19 
METAL 19 
PHOTO 38 

 
5.2 Object data 
The lot continues to be fabricated according to the role 

of each agent. If there are no other anomalies, we can 
see that the amount of area production (= moving) is 
constant even if the agent performs only each role as 
shown Fig. 9. 

 
Fig. 9 Throughput per hour 

 
5.3 Frequent error  
 There are two main types of errors in semiconductor 

automation systems. Incorrect message generation due 
to new business logic error and setting error information 

2019

연세대학교 | IP: 165.***.105.164 | Accessed 2017/12/27 17:59(KST)



  
 

by user. In order to verify that the proposed agent 
correctly detects the error, we confirmed that it detects 
the error after randomly generating it. 
 

 
Fig. 10 Hourly anomaly detection index 

 
Before generating any anomaly, the value was less 

than 100 and was somewhat constant. This value is 
calculated as the difference between the predictive 
graph and the actual graph as described above. The 
value is not completely zero because accuracy of the 
activity prediction model used in the predictive graph is 
not perfect. 
Also, in the actual graph, due to the characteristics of 

the multi-agent environment, the schedule agent 
occasionally forwarded a message to proceed with an 
object at a specific facility, but already another object 
preempted the facility. In such a case, an anomaly 
detection index difference may occur due to the fact that 
the object should be tried to another facility again. 
It can be seen that it is judged that the threshold is 

more than 100 after the occurrence of an arbitrary 
abnormality when the constant value is shown. 
It is difficult to set the threshold to 100 from the 

beginning. If the threshold is set to 70 ~ 80, it will be 
judged that two abnormal occurrences occurred before 
generating any actual abnormality. When the threshold 
is set to 400 or more, even if any abnormality occurs, 
the threshold is not exceeded, so that it will not be 
judged as abnormal. This threshold will need to be 
adjusted to accommodate the operating line conditions. 
 

6. CONCLUSION 
We have presented a predictive model from the history 

of each object in the plant to determine the state of the 
automation plant and used this model to predict how 
each object in the current plant would work. We defined 
the input data in the production system, and propose a 
method of detecting the abnormality by comparing the 
prediction result with each object operation. When a 
randomly generated error occurs in a simulation 
environment developed through the detection agent of 
applying this method, the anomaly detection index is 
increased, and the result of judging the abnormality 
exceeds the designated threshold for determining the 
abnormality was obtained. 
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