
adfa, p. 1, 2011. 
© Springer-Verlag Berlin Heidelberg 2011 

Learning Classifier Systems for Adaptive Learning of 
Intrusion Detection System 

Chang Seok Lee, Sung Bae Cho 

Department of Computer Science, Yonsei University, 50 Yonsei-ro, 
Seodaemun-gu, Seoul 120-749, South Korea 

changseoklee@yonsei.ac.kr, sbcho@yonsei.ac.kr 

Abstract. Relational databases contain information that must be protected such 
as personal information, the problem of intrusion detection of relational data-
base is considered important. Also, the pattern of attacks evolves and it is diffi-
cult to grasp by rule-based method or general machine learning, so adaptive 
learning is needed. Learning classifier systems are system that combines super-
vised learning, reinforcement learning and evolutionary computation. It creates 
and updates classifiers according to data input. Learning classifier systems can 
learn adaptive because they generate and evaluate classifiers in real time. In this 
paper, we apply accuracy based learning classifier systems to relational data-
base and confirm that adaptive learning is possible. Also, we confirmed their 
practical usability that they close to the best accuracy, though were not the best. 
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1 Introduction 

The intrusion detection problems have been studied as an important component of 
a strong security solution[1]. Among them, security of RDBMS is caused by internal 
and those are more difficult to detect than external attacks [2]. From the viewpoint of 
role intrusions, a pattern or query that is accessed through an abnormal role can be 
regarded as an intrusion, it is necessary to identify and cope with it in order to prevent 
intrusion. Performing anomaly detection in a timely manner is an important issue 
because it can save a lot of money. 

When RDBMS problem occurs, we need to take action because using a usual rule-
based approach can create a new type of attack. In general pattern recognition, since 
the model is created after inputting the entire data, there is a problem that the model is 
not easily transformed and new attacks are not coped well even if new data comes in. 
Therefore, it is necessary to recognize real time intrusion patterns. 

Learning Classifier Systems (LCS) is a set of classifiers that is able to adapt to new 
data as enters data and updates classifiers. In this paper, we propose a method to solve 
the intrusion detection problem of RDBMS using LCS with accuracy-based fitness. 
To do this, we define 11 roles on the TPC-E schema in the RDBMS structure. Then 



query data are parsed and processed, classified with accuracy-based LCS. We also 
confirmed the possibility of real-time updating through the classifier generated by the 
input of data. 

2 Related Works 

Intrusion detection systems are categorized as either signature-based or anomaly-
based. Signature-based IDS refers to the detection of attacks by looking for specific 
patterns, such as byte sequences in network. Although signature-based IDS can easily 
detect known attacks, it is impossible to detect new types of attacks, which makes it 
inherently susceptible to evasion methods that take advantage of the expressiveness of 
the SQL or alternate character encodings[3]. Anomaly-based IDS, on the other hand, 
introduced to detect unknown attacks. Normal profiles are created by training with 
normal system traffic, and intrusions are detected by measuring the deviation of new 
traffic from normal profile[4]. 

There have been a number of research works that have proposed the use of data 
mining techniques to implement an anomaly-based IDS. Among these are the use of 
association rules and data dependency mining. Hu et al. used classification rules, with 
the rationale that an item update does not happen alone and is accompanied by a set of 
other events that are also recorded in the database logs[5]. With a similar approach, 
studies have been conducted to solve the IDS problem using machine learning method 
such as hidden markov model (HMM)[6], artificial neural networks[7], random for-
ests[8]. 

A classifier system is an on-line learning system that seeks to gain reinforcement 
from its environment based on evolving set of condition-action rules called classifiers. 
The idea of LCS was first proposed by John Holland as a way to solve the maze navi-
gation problem[9]. Since LCS is a system that includes the concept of supervised 
learning, reinforcement learning and genetic algorithm, methods for developing each 
part have been studied. Wilson et al. proposed XCS using accuracy based fitness[10]. 
Bernado Mansilla proposed UCS, a method using supervised learning for the learning 
algorithm, and solved the practical problem in UCI dataset using XCS and UCS[11]. 
There are also a number of variants of the LCS that should be used as appropriate for 
problem. In the field of intrusion detection, Kamran Shafi proposed the application of 
XCS and UCS for 1999 KDD cup intrusion detection dataset and confirmed the pos-
sibility[12]. 

3 Method 

3.1 Intrusion Detection System Architecture 

Intrusion detection systems are divided into feature extraction of query data and 
learning part. In the feature extraction part, a query based on the TPC-E database 
created for the user’s transaction definition is input, and then 277 features are extract-
ed through parsing and feature extraction process. After that, we perform prepro-



cessing in order to use as input of LCS. Information gain and PCA are used for fea-
ture selection and transformed into binary for rule generation of LCS.  

The learning part represents the process of the learning classifier system. When the 
data is input from the environment, the population manages the classifiers and gener-
ates match set and action set for the input data to evaluate anomaly. After rewarding 
performed action and update classifiers in the environment, the generalization per-
formance of the rule is improved through the genetic algorithm. 

 

Fig 1. Database intrusion detection system architecture 
 

 
Fig 2. Parsing queries to separate clauses 

 

 
Fig 3. Extracting features from parsed queries 



3.2 Query Log Parsing and Feature Extraction 

The query parser divides parts of a query according to its query clauses, as illus-
trated in Fig.2 and Fig 3. This process is also straightforwardly carried out to other 
kinds of queries (UPDATE, INSERT, and DELETE). From these parsed queries, 
features are extracted from its individual elements, as seen in Fig. 3. We define a 
feature vector, , composed of features (SQL-CMD[], PROJ-REL-DEC[], PROJ-
ATTR-DEC[], SEL-ATTR-DEC[], ORDBY-ATTR-DEC[], GRPBY-ATTR-DEC[], 
VALUE-CTR[]), that corresponds to a query. After the query parsing, data consists of 
277 features. Since 277 attributes are too many to use as input to the LCS, the dimen-
sion of the data should be reduced. Principal component analysis and information gain 
were used for the dimension reduction method. 

Principal components analysis (PCA) is a dimension reduction and feature extrac-
tion method that transforms dataset into a new feature space. Then the first principal 
component of the new coordinate system has the largest variance, and the latter prin-
cipal component is defined as the largest variance orthogonal to the previous principal 
components. Therefore, using the principal component in the order, most of the exist-
ing data will be represented even if the entire attributes is not used. In this moment, it 
is necessary to decide how many attributes to use. In this study, 13 attributes are used 
for inputting LCS. This is based on the optimal coordinate of the PCA dimension 
reduction criterion and not used more because that causes degradation of LCS. 

Information gain is the change in information entropy H from a prior state to a 
state that takes some information gain as given 

 ∑ | |
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Among the 277 features, 12 features with high information gain are used. 
12 features are mainly composed of categorical attributes. That are query mode, query 
length, field number, table number, table id, where clause number, order by number, 
group by number, group by number.broker, group by id.broker, andor number, numer-
ic value number. 

 

3.3 Accuracy Based Learning Classifier Systems 

3.3.1 Encoding 
Since the input to the LCS uses a binary string, the features extracted from 3.2 

must be represented as binary. Therefore, a definition for encoding is needed. The real 
type variable is normalized from 0 to 1, and is encoded for each section. For example, 
if the interval is defined as 5, a value of 0 x 0.2 is represented by an expression 
such as 00001, and value of  0.2 x 0.4 is represented by 00010. In case of feature 
extraction with PCA, since all attributes are real variables, there is a problem that 
information is lost when the number of interval is small. And when the number of 
intervals is increased, the length of the entire encoding becomes longer, many rule 
must be generated. Categorical variables are represented by one-hot. For example, if a 



variable has four categories, it is encoded as 0001, 0010, 0100, and 1000. Using in-
formation gain, most of the parameters are categorical variable, so encoding can be 
performed with minimal loss of information. 

3.3.2 Rule representation 
Population of LCS is set of classifiers. Each classifier consists of a condition and 

an action (or class): condition → action. For binary inputs, the condition is represent-
ed in the ternary alphabet: {0,1,#}l, where l is length of the input data. The symbol # 
means don’t care, that allows either 0 or 1. Each condition has action and it is ex-
pressed in integer. 

Such a rule has weight according to the accuracy of the learning data, which is 
called fitness. Each rule defined above is called a classifier, and each classifier acts 
like a decision boundary. For example, In the case of a rule such as 
00###|##000|000#0|#####, the condition indicates that each variable belongs to the 
range of 0 0.6, 0.6 1. Then action is the predicted value for data be-
longing to this decision boundary, and fitness is weight of rule. 

3.3.3 Performance component 
When data is entered in the environment, the population generates a match set [M] 

for that data. Those classifiers whose conditions are satisfied by the example. If the 
match set is empty of the number of conditions is less than the parameter, covering 
occurs. The covering operator creates a new classifier with a condition matching the 
current example and an action that is chosen randomly from those not represented in 
[M]. 

When the matching set is obtained, it determines which actions to select in the 
matching set, and these are defined as action set. In general, when the action is select-
ed, the action with the highest average of predictions is selected, and a random action 
can be selected or by a parameter. 

3.3.5 Update fitness and genetic algorithm 
The LCS used in this paper is based on accuracy, and the fitness of the classifier 

converges to the accuracy of the corresponding classifier while learning. It is ideal to 
construct a population with high accuracy. However, since the randomly chosen ac-
tion is selected when the classifier is created, the initial classifier may be low in accu-
racy and must be optimized through learning. After the action is selected, the process 
of learning fitness is as follows. 

First, the environment returns a reward r, getting a high score for the correct action. 
Then the prediction p is adjusted as follows, 

 p	 ←  (2) 

p is closer to  when accuracy of rule is higher.  is the learning rate, and if  is 
high, p converges quickly to . After p is updated, the prediction error is updated, 

 	 ← 	 | |  (3) 



Since errors converge on the difference between reward and prediction, the higher 
prediction of classifier, the lower error. Through the classifier’s error, classifier’s 
accuracy is computed as follows, 

 /  (4) 

The parameter 0 , 0 1 , 0  control the degree of decline in 
accuracy if the classifier is inaccurate. Then, the relative accuracy  computed by 
dividing the k by the total amount of accuracies in the action set. Finally, the fitness F 
is updated according to the classifier’s relative accuracy, 

 ←  (5) 

Through the above process, fitness converges to the classifier’s relative accuracy, and 
update of fitness is performed for the action set. 

After fitness is updated, the rules are modified through the genetic algorithm. The 
applied genetic algorithm is crossover and mutation. Crossover is a method of mixing 
two conditions based on a specific point, and mutation is a method of transforming a 
part of condition. This process improves the generalization performance of the rule 
generated by covering and increases the learning speed. 

 
Table 1. Parameter list 

Parameter Value 

    max_population_size  2000~16000 

    learning_rate  0.15

    error_threshold  0.01

    ga_threshold  35

    crossover_probability  0.5

    mutation_probability  0.03

    deletion_threshold  20

    fitness_threshold  0.1

    subsumption_threshold  20

    wildcard_probability  0.1~0.3

    initial_prediction  0.00001 

    initial_error  0.00001 

    initial_fitness  0.00001 

    exploration_probability  0.5

    minimum_actions  None

    do_ga_subsumption  True

    do_action_set_subsumption  True
 



4 Experiments 

LCS has a number of parameters. Since each parameter has a significant effect on 
performance, it is important to set it appropriately. The table1 lists the parameters of 
the LCS. In addition to the fixed parameters used, the parameters that changed value 
are max population size and wildcard probability. Max population size represents the 
maximum number of classifiers in population and wildcard probability represents the 
probability of #(don’t care) in the covering step. Learning was done in 10-fold cross 
validation on randomly generated 11000 data by 1000 for 11 roles of TPC-E schema. 

TPC-E database benchmark simulates the online transaction processing (OLTP) 
workload of brokerage firm. The TPC-E schema is composed of a mixture of read-
only and read/write transactions that replicate the activities found in complex OLTP 
application environments. The database schema, data population, transactions, and 
implementation rules have been designed to be broadly representative of modern 
OLTP systems[13]. 

5 Conclusions 

In this paper, we used PCA and information gain as feature selection methods. Di-
mension reduction is necessary to optimize the input of LCS, but should be set appro-
priately because information can be lost. We used PCA and information gain as fea-
ture selection method. The table 2 shows the performance of LCS for DB IDS by 
PCA encoding method. 

Each encoding method indicates how many intervals the continuous variables are 
divided into. When using PCA, the length of encoding increases with the number of 
intervals since all 13 attributes are continuous variable. If the number of intervals 
increases, the information loss can be minimized and performance is improved, but 
learning time is longer and more rules must be created. So there is a limit on the en-
coding of real numbers and they are inefficient. 

 
Table 2. Performance by PCA encoding method 

Encoding method Encoding length Accuracy (%) 

PCA, length 4 52 20.07

PCA, length 6 78 41.15

PCA, length 8 104 52.05

PCA, length 10 130 57.72

PCA, length 12 156 63.53

PCA, length 14 182 70.92

PCA, length 16 208 77.72
 



 

Fig 4. Accuracy of using information gain by population size 
 
On the other hand, when information gain is used, the length of encoding is fixed 

at 86, since most attributes are categorical variables and intervals occur only as many 
as the number of categories. There are 2 continuous variables in this method and in-
tervals are fixed at 8. Thus, it has a small encoding length while minimizing loss of 
information. 

The modeling performance of LCS increases as classifiers are created and that can 
be confirmed by adjusting the number of classifiers. When the population size is in-
creased from 2000 to 18000, the change is as shown in the figure 4. As the classifier 
is generated, it can be confirmed that the generation of classifier optimizes model by 
linearly increasing accuracy to a certain size. Using information gain by feature selec-
tion method, the length of condition is 86, which is shorter than the length of PCA, 
length 10, but performance is higher overall and that derives encoding is efficient. 
When population size is more than 10000, the similar performance is maintained. The 
highest performance appears when the population size is set to 13000, the accuracy is 
88.05%. 

Table 3 shows the confusion matrix of 13000 population model. Roles 1 to 6 are 
read-only roles (SELECT commands only) and roles 7 to 11 are read/write roles. In 
confusion matrix, read-only role classes are classified with accuracy of 94.86%, as 
opposed to 79.84% for the latter. The reason for the high confusion for read/write 
roles is that role 7 and role 11 have similar pattern, so role 11 is confused to 7 

 
 
 
 



Table 3. Confusion matrix of LCS (IG) 13,000 population 

Roles 1 2 3 4 5 6 7 8 9 10 11 Avg. 

1 1000 0 0 0 0 0 0 0 0 0 0 100.00% 

2 0 1000 0 0 0 0 0 0 0 0 0 100.00% 

3 0 8 990 1 0 1 0 0 0 0 0 99.00% 

4 0 0 18 982 0 0 0 0 0 0 0 98.00% 

5 0 2 123 49 818 8 0 0 0 0 0 81.80% 

6 0 14 22 4 56 904 0 0 0 0 0 90.40% 

7 0 0 2 45 0 0 953 0 0 0 0 95.30% 

8 0 0 38 14 127 87 0 734 0 0 0 73.40% 

9 0 4 14 6 1 0 12 74 889 0 0 88.90% 

10 0 0 46 0 23 41 0 21 0 869 0 86.90% 

11 0 0 3 32 0 2 391 0 5 12 547 54.70% 

Recall: 88.05% 

 
Table 4. comparison with other machine learning algorithms 

Method Accuracy 

Naïve bayes 62.03

SVM 64.75

MLP 76.67

Random forests 87.3

Decision tree 90.27

LCS (PCA) 77.72

LCS (IG) 88.05
 
A comparison of the accuracy of LCS and existing machine learning technique is 

shown in table 4. If new data not in the existing population is input to LCS, it will 
perform a covering to the match set and generate a new classifier and have a high 
fitness after appropriate inputs. Also, the model of LCS can have same or higher 
modeling performance than decision tree when it is theoretically optimized. Perfor-
mance can be further improved if the parameters of LCS are set appropriately. 

In conclusion, LCS can be applied appropriately for the database IDS problem 
through adaptive learning and shows practical usable results. In the future works, in 
order to improve performance of the LCS, we will study proper encoding method and 



parameters. Also, new weights are needed to adapt quickly to new data. Then confirm 
that the research on the current generated data is applicable to the actual data. 
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