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Abstract. Data-based diagnostics and condition prediction research is actively 
underway in the heavy equipment industry, including construction machinery. 
However, it is practically difficult to obtain anomalous data and predict mainte-
nance in most industrial equipment. Also, several problems occur with missing 
sensors and abnormal conditions of equipment in various forms. In this paper, a 
realistic industrial problem is dealt with an anomaly detection approach based on 
prediction of multi-sensor data collected under normal conditions. We propose a 
multiple feature extraction model to discriminate at least four different anomaly 
types, and a prediction model based on normal state to diagnose abnormalities 
according to the difference between the predicted and the actual values. The pro-
posed method uses a hierarchical model that predicts missing sensor information 
and predicts global sensor information. Extensive experiments have shown that 
the proposed model improves robustness and detection accuracy. Our model gen-
erates missing sensor data with about 90% accuracy and detects anomalies with 
about 85% accuracy, even if part of the sensor is missing or the device has been 
changed. 

Keywords: Hierarchical prediction, Deep learning, Prognostics and health, 
Anomaly detection, Fault diagnosis, Hydraulic equipment. 

1 Introduction 

Recently, research has been actively conducted on diagnostic and prognostic manage-
ment systems using smart advance taxes in various fields. The excavator targeted in 
this paper is a device used in various construction sites, performing various tasks ac-
cording to the needs of the user. Failure of major components can result in immediate 
downtime of the entire machine and can lead to significant cost losses in industrial sites. 
Recent fault diagnosis approaches can be classified as mechanical design model-based, 
data-driven, and hybrid approaches combining the two models. In particular, data-
driven approaches have emerged as a way to solve unexplained complex data problems 
or enable much more efficient implementations. Models using deep learning [1] and 
hybrid methods [2],[3] for anomaly detection have been studied. A rotating body failure 
detection method using a convolutional neural network (CNN) has been proposed [4]. 
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Long and short-term memory (LSTM) networks were used to detect faults in railway 
track circuits [5]. A method of invariant feature extraction that is not affected by oper-
ating conditions has been proposed by adding maximum mean mismatch to the loss 
function of the autoencoder [6]. However, when sensor information is missing or new 
sensor information is added, the existing anomaly detection methods are difficult to 
apply the learned model to actual equipment, and they do not pay attention to extracting 
complex correlations from multivariate sensor data.  

Specifically, we can classify anomalies that occur in multi-sensor data collected from 
industrial equipment into sensor-missing, point, situational, and correlated anomalies 
as follows. 1) Missing sensor information may occur depending on the actual equip-
ment operation type or equipment type. In addition, there are 2) point anomalies that 
rapidly rise or fall by sensor data, 3) contextual anomalies that are normal based on 
instance but can be judged abnormal in cumulative driving environments, and finally, 
4) correlative anomalies between sensor data. Therefore, to detect the anomalies listed 
above, we show three instances (for each input data, between input data, and each data 
instance) Fig. 1 illustrates the abnormal states of multi-sensor data. 

In this paper, the following sensor value prediction model was constructed to detect 
anomalies judged as the difference between the actual sensor value and the predicted 
value. This approach allows for the identification of sensor information in anomalies, 
so expertise can be used to reduce the uncertainty of false alarms and to diagnose anom-
alies more clearly. Finally, it was confirmed that the difference between the predicted 
value and the actual value was clearly discriminated when the error between the actual 
value and the predicted value was accumulated using the prediction model. 

The main contributions are summarized below: 
1) In order to detect various types of anomaly patterns, we applied a multiple feature 

extraction method to improve the anomaly data detection performance. 
2) We introduced a real-time detection method that judges anomalies based on the 

high residual error between the predicted value and the actual value. 
3) We have introduced a model that can respond to the omission or addition of meas-

urement sensors that may occur in other machine structures (similar structures). 
This allows us to escape from the problem of acquiring large amounts of long-
term data and proves that the learning model can be easily adapted to other ma-
chines. 

The paper is organized as follows. Section 2 contains explanations for related stud-
ies. Section 3 proposes a diagnostic method based on 1D-CNN and LSTM. To demon-
strate the validity of the proposed approach, the data given in Section 4 and the results 
of verifying the performance of the model in real equipment are described. Finally, 
Section 5 presented this paper with a discussion on future research. 

2 Related Works 

Recently, anomaly detection problems had many ways to exploit clustering and rebuild 
errors based on available healthy data. Anomaly detection is an effective means of iden-
tifying unusual or unexpected events and measurements in various application environ-
ments. 
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(a) Point Anomaly        (b) Contextual Anomaly 

 
(c) Correlative Anomaly 

Fig. 1. Example of anomaly type. 

Clustering using SVM and kNN is a typical method of predicting anomalies [7], [8]. 
Since it is difficult to obtain outlier data in a real environment, One-Class Support Vec-
tor Machine (OC-SVM) is used most frequently [9]. OCSVM uses kernel tricks to pro-
ject input functions into a high dimensional geometry space to separate normal and 
outlier data (from all data). In other words, OCSVM is used to find the farthest origin, 
data points, and decision boundaries that regard the closest point to the origin as a nov-
elty. However, SVM is memory-intensive and time-consuming, and the complexity in-
creases seriously with the amount of data.  

Another method is to use the reconstruction error to determine the anomalous data 
[10],[11]. Recently, autoencoders [12], [13] and an adversarial learning method as Gen-
erative Adversarial Network (GAN) [14],[15] are mostly used, used latent spaces with 
encoder and decoder structures. This method utilizes the latent space learned from nor-
mal data to detect anomalies based on reconstruction errors in the reconstructed data. 
However, this approach also has disadvantages such as introducing new types of data 
or making erroneous judgments when sensor values are missing [16], [17]. 

3 Methodologies 

3.1 Feature Extraction 

Collection data exists in various forms, including temperature, voltage, and speed. For 
normalization of sensor data, we performed normalization based on the absolute range 
of each data. Also, for learning, the window size defined as 1 second and the stride 
defined as 0.5 seconds. 

The three types of kernel methods such as a time-based kernel, a sensor-based kernel, 
and a batch-based kernel applied to learn features for missing sensor data generation 
and detecting three types of anomalies. Feature maps learned from each kernel are out-
put as one combined feature.  
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3.2 1D CNN LSTM 

Recently, we proposed a robust feature extraction method using a 1D CNN LSTM ar-
chitecture suitable for time series data. [18], [19]. 1D CNNs require much lower com-
putational complexity than 2D CNNs, making them suitable for application in low-end 
industrial equipment. In addition, it has a relatively shallow architecture, making it suit-
able for learning complex feature extraction related to 1D signals. 1D kernel operation 
is applied for correlative feature extraction proposed in this paper. 

The property map of the convolution layer can be represented as follows: 
𝑦𝑦𝑡𝑡 = 𝜎𝜎(𝑊𝑊𝑡𝑡 ∗ 𝑥𝑥𝑡𝑡 + 𝑏𝑏)           (1) 

where σ is the activation function which is the rectified linear unit (ReLU) and ∗ is 
the convolution operation. The ReLU function is defined as the positive part of its ar-
gument 𝑓𝑓(𝑥𝑥) = 𝑚𝑚𝑚𝑚𝑥𝑥 (0, 𝑥𝑥).  

And LSTM consists of layers of a neuron-like multi-layer perceptron (MLP), and 
input instance propagates through the network to create output instance. LSTM also has 
an iterative connection such as RNN (Recurrent Neural Network), which uses the state 
of an activated neuron at the previous time stage as the context of the output neuron. In 
particular, LSTM is a model proposed to prevent past functions from disappearing due 
to vanishing gradients. There are three gates and cell memories in LSTM. Each gate 
and cell are defined as follows.  

1) The Forget gate determines what information is discarded from the cell. 
𝑓𝑓𝑡𝑡 = σ�𝑊𝑊𝑓𝑓 ∙ [ℎ𝑡𝑡−1 , 𝑥𝑥𝑡𝑡] + 𝑏𝑏𝑓𝑓�        (2) 

2) Input gate determines the value to update the cell state among the input. 
𝑖𝑖𝑡𝑡 = 𝜎𝜎(𝑊𝑊𝑖𝑖 ∙ [ℎ𝑡𝑡−1 , 𝑥𝑥𝑡𝑡] + 𝑏𝑏𝑖𝑖)                

𝐶𝐶𝑡𝑡� = tanh(𝑊𝑊𝐶𝐶 ∙ [ℎ𝑡𝑡−1, 𝑥𝑥𝑡𝑡] + 𝑏𝑏𝐶𝐶  )       (3) 
3) The cell state update 

𝐶𝐶𝑡𝑡 = 𝑓𝑓𝑡𝑡 ∗ 𝐶𝐶𝑡𝑡−1 + 𝑖𝑖𝑡𝑡 ∗ 𝐶𝐶𝑡𝑡�          (4) 
4) The output gate determines the output according to the cell's input and memory. 

𝑜𝑜𝑡𝑡 = 𝜎𝜎(𝑊𝑊𝑜𝑜 ∙ [ℎ𝑡𝑡−1 , 𝑥𝑥𝑡𝑡] + 𝑏𝑏𝑜𝑜)              (5) 
ℎ𝑡𝑡 = 𝑜𝑜𝑡𝑡 ∗ tanh(𝐶𝐶𝑡𝑡)               (6) 

Lastly, output is converted into a probability by using Softmax in order to have the 
largest value as an output as seen in the following equation. 

σ(𝑠𝑠)𝑗𝑗 = 𝑒𝑒𝑠𝑠𝑗𝑗

∑ 𝑒𝑒𝑠𝑠𝑘𝑘𝐾𝐾
𝑘𝑘=1

 𝑓𝑓𝑜𝑜𝑓𝑓 𝑗𝑗 = 1, … . ,𝐾𝐾        (7) 

So, we used the 1D-CNN LSTM architecture for extracting the spatial-temporal cor-
relative feature. 

 
3.3 Prediction and Classification 

This session describes the learning process for prediction and classification. Input 𝑋𝑋 is 
called all measured data. Let χ be the space of all measured sensors. And let 𝑋𝑋𝑡𝑡,𝑁𝑁 ⊆ χ 
be the set of sensors data defined as normal as �𝑋𝑋𝑡𝑡,𝑁𝑁� = �𝑥𝑥𝑡𝑡,1, 𝑥𝑥𝑡𝑡,2, … , 𝑥𝑥𝑡𝑡,𝑁𝑁�, where N is 
the number of sensors, and 𝑥𝑥𝑡𝑡 is the normalized sensor value per window at 𝑡𝑡. We pro-
pose two modules which have a predictive-based anomaly detection function and a 
missing sensor data generation function. 

Firstly, the algorithm of the prediction model 𝑃𝑃 can be expressed as Algorithm 1. The 
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learning model predicts the sensor value next 1 second by using the model 𝑃𝑃1 which 
predicts the sensor value through iteration. The model we propose performs real-time 
anomaly diagnosis through the prediction error value of the next 1 second unit of data 
in real time, and through the accumulation of the prediction error value, it can predict 
the condition of the equipment before the failure of the equipment occurs. 

 
Algorithm 1 Prediction algorithm for next time values 

Input: input values at time t �{𝑥𝑥𝑡𝑡,𝑁𝑁}� 
Output: predicted next time values at time t+1 ��𝑥𝑥�𝑡𝑡+1,𝑁𝑁�� 
1:  for i = 1, … , T do 
2:      𝑥𝑥�𝑖𝑖+1,𝑁𝑁 ← 𝑃𝑃.predict ��𝑥𝑥𝑖𝑖,𝑁𝑁�� 
3:  return 𝑥𝑥�𝑖𝑖+1,𝑁𝑁  

 
As shown in Fig. 2, if no sensor data is missing, the estimated 1 sec sensor data is 

compared to the actual data; if the difference exceeds 𝜀𝜀, the sensor data is judged as 
abnormal. 

 

Fig. 2. For classifier with a whole sensor data. 

The prediction model becomes 𝑃𝑃1 model through learning, which is based on the data 
of 3 normal days and observes 1 sec followed by predicting the next 1 sec. 

ε = |𝑥𝑥𝑡𝑡+1 − 𝑥𝑥�𝑡𝑡+1|1                  (8) 
Secondly, if sensor data is missing or meaningless, we create the 𝑃𝑃2 module that gen-

erates the missing sensor data, separate from the 𝑃𝑃1 model trained as above. In the 𝑃𝑃2 
model, the missing sensor value is generated based on other data. Therefore, by esti-
mating the missing sensor data in 𝑃𝑃2, perfect the input data and then predict the next 
𝑡𝑡 + 1 sensor data in 𝑃𝑃1. Fig. 3 describes the whole processing of the data. 

 

Fig. 3. For classifier without few sensor data. 
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The architecture of the proposed model consists of a bidirectional LSTM and a 1D 
convolutional layer. Therefore, it can be largely divided into missing sensor data gen-
eration part and prediction part. Fig. 4 shows the proposed overall architecture. 

 

Fig. 4. Connection details within a learning model. 

4 Experimental Results 

The equipment we are targeting is two types of excavators. The two models have sim-
ilar mechanisms, but different sizes. The main anomaly detection targets are engines, 
pumps, and motors that play a key role in machine operation. Experiments were con-
ducted using data collected from equipment used in the actual field. 
 
4.1 Experiment Setup 

In this paper, to verify the performance of the proposed model, we compared the normal 
and abnormal detection performance of the equipment used for training and the normal 
and abnormal detection performance of other equipment (not used for training) with 
missing sensor data. The two machines are called as A and B. Data collected for 3 days 
from the target equipment (A) is used for training, and the remaining driving data is 
used for testing and verification. Machine B is missing some sensor data, which is de-
signed to be generated by the training model. 
 
4.2 Datasets 

Data were collected from a machine A with 84 sensors and a machine B without 4 
sensors. Sensor data is data collected from engines, pumps, and other components and 
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includes information that shows equipment health such as temperature, current, and 
voltage. The sampling rate is 10 ms. Data was collected from 2020/09/12 to 12/12. 
Using expert knowledge, we defined 17 abnormal datasets with a total length 17 min 
on a 3-day dataset. We created train and test sets by ensuring that abnormal data seg-
ments are only included in the test. The other days, there are 270 abnormal data sets 
with a total length of 110 minutes. Also, machine B has missing 4 sensor data, and we 
checked 1070 abnormal data sets that are 320 minutes long in total. 
 
4.3 Result Analysis 

The training model is trained on data from 3 matches and computes the AUC data from 
different days using the threshold of the trained model (training data). AUC is a value 
from 0 to 1 and is determined by comparing predicted and actual values with the false 
positive rate (FPR) and true positive rate (TPR) values. The closer the AUC is to 1, the 
higher the prediction accuracy of the model. 
 

1) Result of Detection for the Same Equipment 

As shown in Fig. 5(a), 0.99 AUC (Area Under the Curve) is measured for all 84 sensors 
on machine A for test data which in train data, and when the actual and predicted values 
were compared, the prediction was accurately predicted to a level that can be easily 
confirmed visually.  

  
(a)  Test data in the 3-day training dataset            (b) Other days dataset 

Fig. 5. Prediction result with AUC of normal / abnormal dataset collected from the same equip-
ment in same date. 

And in Fig. 5(b), 0.89 AUC is measured for the other days data in the same equip-
ment, confirming that the predicted value little differs from the actual value. A low 
AUC means that there is a difference between the model predicted value and the actual 
value, which can be defined as an anomaly. 

 
2) Result of Detection for other Equipment with Missing Sensor Data 

Using the learning model, the anomaly detection performance was compared in the 
equipment with missing sensor information. As shown in Fig. 6, the prediction accuracy 
for the steady state is high after preserving the missing sensor information. Conversely, 
AUC 0.81 is measured for the other equipment, so that the judgment on the abnormal 
state is also accurately performed. 
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(a) normal      (b) abnormal            (c) AUC 

Fig. 6. Prediction result with AUC for the normal and abnormal datasets in other equip-
ment with some missing sensor data. 
 

In addition, the reliability of the model was confirmed through the histogram of the 
difference values for a measured data. As shown in Fig. 7, in only normal data without 
abnormal data, the residuals are distributed close to zero, while included the abnormal 
state, the residuals are accumulated at a specific value. We defined anomaly detection 
threshold for each sensor based on this cumulative value. In most cases, if the difference 
values greater than ±0.25, it an anomaly state. 

   
(a) Residual distribution of normal state    (b) Residual distribution of abnormal state 

Fig. 7. Residual histogram distribution of each normal and abnormal for ‘Engine temperature’. 

4.4 Discussion of Experiment Results 

The performance was verified by comparing the proposed model with the reference 
model. For the proposed model, the predicted accuracy measured during the training 
process was almost 99%, and it remained at 90% for the driving data of other days not 
used for training. Also, the normal and abnormal proportions of each evaluation data 
were added to Table 1. For anomaly detection, the detection rate (TPR) should be high, 
and the false positive rate (FPR) should be low for user convenience in actual operation. 
Therefore, in order to evaluate the performance of the model, three types of measure 
are used such as accuracy, precision, and AUC. In addition, other types of equipment 
can determine anomalies with an accuracy of 81%. In addition to the restoration of 
missing sensor data, the proposed model has been confirmed to be effective in detecting 
anomalies in other types of equipment compared to other methods. 
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Table 1. Experiment result 

Machine Dataset Normal / 
Abnormal Model Accuracy Precision AUC 

A Validation 
data in 3-day 3,500 / 17 

OCSVM 0.92 0.90 0.92 
Autoencoder 0.92 0.88 0.93 

Ours 0.99 0.97 0.99 

A Other days 78,000 / 
270 

OCSVM 0.84 0.83 0.85 
Autoencoder 0.87 0.86 0.87 

Ours 0.88 0.87 0.89 

B Different ma-
chine 

127,200 
/ 1070 

OCSVM 0.65 0.63 0.72 
Autoencoder 0.69 0.67 0.77 

Ours 0.78 0.77 0.81 

5 Conclusion 

In this paper, we have proposed an anomaly diagnosis model that combines a multi-
functional feature extraction method and a missing data generation model to diagnose 
various abnormalities caused by complex operating conditions. Based on the difference 
between the current sensor value and the predicted sensor value, the anomaly detection 
model determines an anomaly if a difference of ±0.25 values or more occurs. The pro-
posed model improved the abnormal state diagnosis performance by about 14% com-
pared to the existing method, proving that it is an effective method for the industrial 
application problem. In the future, we plan to study ways to augment the acquired ab-
normal data to solve the problem of lack of abnormal data and imbalance in industrial 
equipment. 
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